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Abstract
Walk the talk: There is a great deal of “talk” about Enterprise Risk Management (ERM), but
very little ‘walk’ – how it can be implemented in a coherent and scientifically sound way. In this
article, we identify existing impediments for actually managing risk in an enterprise – not just
discussing risk -- and offer suggestions for overcoming these impediments. We will examine
ways to overcome impediments due to a lack of a commonly accepted definition of risk; the
failure to distinguish risks-we-face from risks-we-take; failure to distinguish threats from risks;
inadequate measurement methods for both objective and subjective factors; the need to structure
complexity; to account for many to many relationships, and the need for collaboration and
synthesis of data and judgment.
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1 Introduction
1.1 Progressing from Issue Management to Risk Management
If you would like to progress from just talking about risk to managing risk in a comprehensive,
collaborative, and scientific way, throughout an enterprise, then this article is for you. Decision
making is a big part of management and good decision making requires analytics. The three
categories of business analytics1 are descriptive, predictive, and prescriptive. Most organizations
trying to do enterprise risk management today utilize only descriptive analytics -- managing risk
issues that have occurred in the past and failing to address future risk events. Managing issues
and not risks is shortsighted because risk is about the future – about uncertain events that matter.
But there is no data for the future! This article will explain and illustrate how prescriptive
analytics for making risk decisions in an optimal and defensible way can be accomplished using
predictive analytics – measurement and estimation methods that, while not necessarily precise,
are surprisingly accurate and effective.

1.2 Terminology
The DHS risk lexicon2 has more than 100 terms, such as risk, event tree, intent, hazard,
economic consequence, risk score, vulnerability, and so on. We will show, and find it useful,
that while all these terms have some bearing to risk management, there are only seven risk
elements (each with possible pseudonyms) that are necessary and sufficient for actually
measuring and managing risk in an optimal way.

1.3 Two Aspects of Risk – Risks We Face, and Risks We Take
We will distinguish between, and show the relationships of risks we face, with a focus on events
and risks we take, with a focus on alternatives -- two very different but intimately related aspects
of Enterprise Risk Management.

1.4 Why is important to manage risks Comprehensively3 and Scientifically?
The management of risks is more important today, than ever before – in a very broad array of
circumstances – including cyber risks, terrorist risks, health risks, environmental risks,
occupational risks, and so on. But why should you want to manage risks in a comprehensive and
scientifically valid way? Because it is the only way to optimally manage the allocation of
resources to best achieve your objectives or the strategic and tactical objectives of your
organization. Guessing which controls to implement to reduce risks based on the widespread use
of simplistic 1 to 5 measurement scales is not only unscientific, but non-competitive and a good

1

https://en.wikipedia.org/wiki/Business_analytics
https://www.dhs.gov/dhs-risk-lexicon and
https://www.dhs.gov/sites/default/files/publications/18_0116_MGMT_DHS-Lexicon.pdf
3
Comprehensive to include losses to qualitative, subjective objectives, such as reputation and
not just financial losses. Comprehensive means to include strategic as well as operational
objectives. Comprehensive means to include risk management across organizational silos as
well as within silos.
2
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way to eventually go out of business. In a public environment, it is not only a waste of resources
but at risk to being exposed as lack of good management.
Managing risks comprehensively and scientifically is a way to determine how much resource
(money, people, …) to apply today to reduce risks for events that may never occur. Unlike
issues, which are certain to occur, risk events are uncertain and may never occur. So, there is a
natural tendency for managers to put off expenditures today in order to prevent losses from
events that may not occur in the next year, five years, or 10 years. The mayor of Houston
decided not to invest 30 million dollars or so to fix the levies that needed fixing. The losses from
Hurricane Harvey amounted to a thousand times that amount. We will show how to determine
when an ounce of prevention is worth more than a pound of cure. We will show how to
convince those holding the money strings to invest today for things that may never occur. We
will show how this can be done with comprehensive and scientifically valid risk analysis that
will prevent issues from becoming risks and then becoming crises.4

1.5 Enterprise Risk Management is Complex
Enterprise risk management isn’t simple. It involves several many to many relationships
between threats, risks, objectives and controls. Enterprise risk management involves people
from throughout the enterprise – from the top-level decision makers to the subject matter experts
who best know the changing environment of threats and technologies. But complexity can be
managed. We will present a framework that makes enterprise risk management as simple as
possible – but it is not simple5. We will make it as simple to understand as possible – but you
may need to rethink some of your current understandings of risk. The framework can be used to
model/manage risk starting with few details and taking less than half an hour, evolving to
encompass all of the relevant risk details of the enterprise in an ongoing process.
In order to do the above, we will need to agree on unambiguous definitions that are meaningful
to both risks we face and risks we take. For example, while it is ok to not distinguish between
threats and risks in conversations about risk, it is essential that we distinguish between threats as
uncertain events that do not entail losses and risks that are uncertain events that entail losses to
one or more objectives. Only then can we progress from just talking about risk and start actually
managing risk. We will begin with a discussion of alternative definitions of risk.

2 Contradictory Definitions of Risk
Several different and contradictory definitions of risk exist today. Haimes6 writes that:
A universally agreed-upon definition of risk has been difficult to develop; one reason is that the concept is
multidimensional and nuanced.

4

Thanks to Tom Brandt, CRO at IRS for this observation.
A quote attributed to Albert Einstein “Everything should be made as simple as possible, but not
simpler”.
6
Haimes, Y.Y. 2009, "On the complex definition of risk: a systems-based approach", Risk
Analysis: an official publication of the Society for Risk Analysis, vol. 29, no. 12, pp. 1647-1654.
5
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Andretta7 writes:
Despite its successes in many applicative fields, there is still not a well-established vision and universally
accepted definition of the principles and fundamental concepts of the risk assessment discipline.

Hubbard8 writes:
Concepts about risk and even the word risk are a source of considerable confusion even among those who
specialize in the topic. There are a lot of well-entrenched and mutually exclusive ideas about risk and risk
management and if we are going to make any progress, we have to work out these differences.
You might think that agreement on what the word risk means should be relatively simple and, for that matter,
should have been resolved long ago. If only that were the case. Multiple definitions have evolved in multiple
professions. Even worse, some will not even know they are using it differently from others and may
incorrectly believe they are clearly communicating with other risk professionals.

In order to assess and manage risk we will need to address problems arising from alternative
definitions and agree on a definition that will permit a comprehensive and scientifically valid
framework. The alternative definitions we will look at in Section 4.4 below include:
The traditional definition of risk as expected loss (likelihood multiplied by impact);
Knight’s definition of risk as uncertainty (see below);
The economists’ definition as variability (see below).
These definitions are inconsistent with one another, and that results not only in
miscommunication but hinders measuring and managing risk in a scientifically sound way.
In addition to these three definitions, a considerable amount of ink has been spent on the debate
about ‘upside risk’ – a notion that is nonsensical to those who define risk as a loss, to be reduced
where possible, but which makes a great deal of sense to those who take risk in the pursuit of
opportunities. In Section 4.4 below we propose definitions of terms and processes that are
consistent and allow for operationalizing Enterprise, Risk Management (ERM).

3 Enterprise Risk Management
There has been a recent surge of interest in Enterprise Risk Management. Unfortunately, there is
no consensus on what ERM means. To some, it means risk management at the enterprise level -or throughout an organization and includes governance, communication, and shared
responsibility. We suggest that ERM means more than that. Specifically, we suggest that ERM
includes two distinct but related analytical processes involving risk – risks-we-face and risks-wetake.

7

Andretta, M. 2014, "Some Considerations on the Definition of Risk Based on Concepts of
Systems Theory and Probability", Risk Analysis, vol. 34, no. 7, pp. 1184-1195.
8
Hubbard, Douglas W., 2009, The Failure of Risk Management – Why It’s Broken and How to
Fix It, Wiley.
4

3.1 Risks-We-Face – Risk Analysis
We face risks in organizations by being exposed to uncertain risk events (or events for short) that
can result in losses to the achievement of an organization’s objectives. This process, one half of
ERM, consists of analyzing and managing risk events, where a risk event is an uncertain event
that matters. A risk matters in that its occurrence entails a loss to one or more of an
organization’s objectives. A risk may have causes or sources, hazards or threats which may also
be uncertain but don’t, in and of themselves, entail a loss. As we will discuss below, it is
important to distinguish between risk causes (sources, threats or hazards) that don’t entail a loss
and risks (risk events or events), which, by definition, must entail a loss or losses.
Strategic risk analysis is performed by top level management – Board of Directors and C- Level
management– and involves identifying strategic risks the organization faces and deciding what
resources should be expended to reduce their risks to 'acceptable' levels. Operational Risk
analysis involves analyzing and controlling risks to operational assets. Operational risk analysis
is generally the responsibility of chief risk officers and risk compliance officers.
Risk tolerance is the amount of risk that an organization is willing to face or accept – applying
necessary controls to reduce risk to the amount they are willing to tolerate.
Risk Tolerance: the degree, amount, or volume of risk that an organization or individual will withstand9

3.2 Risks-We-Take – Decision Analysis
Taking risks is the other half of Enterprise Risk Management. We take risks in organizations
when we make10 decisions – i.e., we choose alternatives or a combination of alternatives.
Whereas events are the focus of risks we face, alternatives are the focus of risks we take.
The Board of Directors and CEO take risks when they choose alternatives in decisions such as
mergers/acquisitions, partnering, revising the organizations strategy, making major investments,
and hiring executives. Operating managers take risks when they choose alternatives for supplier
decisions, personnel decisions, operating policy decisions, and new product decisions. When
making/taking decisions about which alternative or combination of alternatives to choose,
uncertainty in the form of uncertain losses (risks) and/or uncertain gains (opportunities) typically
exist for one or more of the alternatives under consideration.
It is, in a sense, a misnomer to refer to ‘risks-we-take’ because when making decisions, we are
taking an alternative that not only has risks, but also has benefits, costs and opportunities

9

Project Management Institute, Inc. (PMI). (2013). Guide to the Project Management Body of
Knowledge (PMBOK® Guide) (5th Edition). Project Management Institute, Inc.
10
British English usage often uses the phrase ‘take a decision’ rather than ‘make a decision’.
While there is some difference to the British (the former pertaining to the actual choice taken
while the later to the decision process – see http://bit.ly/britishtakedecision) American English
almost always uses ‘make’ for both the process as well as the choice. When it comes to ‘risks we
take’, taking a decision may be more appropriate as it is more suggestive of taking risks.
5

(uncertain gains). Because losses loom larger than gains to humans11 (humans are loss averse)
we speak of taking risks and hire chief risk officers rather than taking opportunities and hiring
chief opportunity officers. We are concerned with our risk appetite (but not so much our
opportunity appetite) where risk appetite refers to our willingness to choose an alternative or
portfolio of alternatives with risks and where the appetite can be specified with some measure of
overall risk or more specifically, an appetite for risk to specific objectives.
“Risk appetite is the amount of risk, on a broad level, an organization is willing to accept in pursuit of value.
Each organization pursues various objectives to add value and should broadly understand the risk it is willing
to undertake in doing so.” 12

3.3 ERM – Interplay Between Risk Analysis and Decision Analysis
The linkage between the two aspects of ERM is indirect; decisions or choices of alternatives
made in a ‘risks-we-take’ process can, and often do, result in uncertain losses (risks) and
uncertain gains (opportunities) that the organization might realize afterwards. The decision of
which choice/alternative is best is a tradeoff among benefits, costs, uncertain benefits
(opportunities) and uncertain costs (risks). Some of the risks are short term in the sense that they
will materialize or not shortly after the decision is made. Other risks, however, will persist as
risks the organization will face in the future – for example as risks to obsolescence or loss of
competitive advantage. These risks become risks the organization will 'face'! It might be helpful
to think of ‘risks-we-take’ as voluntary, and “risks-we-face” as involuntary.
A risk/opportunity analysis can and should be useful as part of decision analysis – risks-we-take
– by identifying and analyzing the potential risks events and opportunity events for some or all of
the alternatives being considered.13
Consider the following excerpt from OMB Circular No. A-123: Management’s Responsibility
for Enterprise Risk Management and Internal Control14
“Enterprise Risk Management is: “a discipline that addresses the full spectrum of an organization’s risks,
including challenges and opportunities, and integrates them into an enterprise-wide, strategically aligned
portfolio view. ERM contributes to improved decision-making and supports the achievement of an
organization’s mission, goals, and objectives.”

An explicit understanding of the differences and interplay between (1) decision analysis (with its
focus on selecting alternatives to achieve objectives) and (2) risk/opportunity analysis (with its
Kahneman, Daniel and Tversky, Amos, “Prospect theory: An analysis of decision under risk.
Econometrica 47 263-291.
12
“Enterprise Risk Management – Understanding and Communicating Risk Appetite”; The
Committee of Sponsoring Organizations of the Treadway Commission (COSO) January 2012.
13
However, a less detailed analysis of the relative risks of alternatives being considered during
decision analysis can be performed without considering risk events by evaluating the relative
importance of the objectives impacted by the risk events, such as project cost, schedule and
scope and the relative risks or opportunities of the alternatives with respect to these objectives.
14
Association for Federal Enterprise Risk Managers, November 7, 2016
https://www.aferm.org/wp-content/uploads/2016/11/ERM_2016_Mader_OMB_Circular.pdf
11
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focus on identifying, evaluating and controlling uncertain events that may result in losses or
gains to objectives) is helpful in understanding the above statement of management’s
responsibility.
Standards such as ISO31000, PMI, and COSO have recently incorporated ‘upside’ risks in their
frameworks. However, we believe this is confusing and prefer to refer to uncertain gains as
opportunities rather than upside risks and speak of risk analysis, opportunity analysis, or mixed
risk/opportunity analysis.

4 Toward a Comprehensive and Scientifically Valid Risk
Measurement and Management Process
4.1 Comprehensive
By comprehensive we mean a process that includes risks to all objectives relevant to an
organization as a whole or to part of the organization under consideration – regardless of whether
they are tangible, intangible, objective or subjective. For example, to a company like Coca Cola,
the intangible objective of reputation is most likely to be judged to be more important than the
tangible short-term financial impact objective.

4.2 Scientifically Valid
By scientifically valid, we mean measurements and measures produced with mathematical
operations that are theoretically sound. As we will discuss below, measures of likelihood,
importance, consequence, and impact must possess the proportionality or ratio scale
measurement property. For example, evaluating the importance of reputation and short-term
financial impact on an ordinal scale of High, Medium, …. and using ordinal values of 5, 4, 3, …
in computing risk is not mathematically meaningful and not scientifically valid. In spite of this,
most risk assessments being used today multiply ordinal measures of likelihood and/or impact,
resulting in risk measures that are mathematically meaningless and, in fact, can be worse than
having no risk measures at all!

4.3 Comprehensive AND Scientifically Valid
To our knowledge, today there are few, if any, risk processes (excepting the process we
introduce below) that are both comprehensive and scientifically valid. There are processes that
are comprehensive but rely on mathematically meaningless multiplications of ordinal measures
of likelihood and impact; and there are processes that are scientifically/mathematically
meaningful but do not include impact on multiple objectives such as an reputation, customer
satisfaction, employee learning, some of which are qualitative and/or subjective.

4.3.1

Scientifically valid but not comprehensive

4.3.1.1 Insurance Risk Management
Risk management in the insurance industry is based primarily on a scientific analysis of actuarial
information and, until recently, was as comprehensive as it needed to be. The fast-changing
7

world of today has changed that, especially when insuring for cyber risks where many of the risk
events have little or no historical data.
4.3.1.2 Risk management for financial portfolio theory
The predominant theory for risk management when optimizing a financial portfolio is Modern
Portfolio Theory (MPT)15 which is a mathematical framework for optimizing a portfolio such
that the expected return is maximized for a given level of risk where both expected return and
risk are based only on historical prices for the assets/stocks being evaluated for inclusion in the
portfolio. While this theory has prevailed for many years, it has survived numerous criticisms,
including those in a recent book, Getting Back to Business16, which presents some strong
arguments for why MPT has failed investors and why a change is long overdue. Without going
into technical arguments about MPT here, we only point out that MPT is
not comprehensive in the sense that it considers only historical prices without any consideration
for current or forecasted future strengths and weaknesses of the assets/stocks. The framework
that we present below includes consideration of future uncertain risk events that overcomes this
limitation.

4.3.2

Comprehensive but not scientifically valid

Most risk management analyses we have seen are based on eliciting human judgment about
likelihood and impact on 1 to 5 scales, and then multiplying the inputs to derive a mathematical
measure for risk. As will be discussed in detail below, this approach is mathematically
meaningless and can lead to management decisions that have been shown to be at times, worse
than having no analysis at all. We will describe mathematically ways to derive event likelihoods
and impacts in Section 5 below and will illustrate in Section 7 below.

4.4 Alternative Risk Definitions
We subscribe to the classic definition of risk as the expected loss –1) in its mathematical
definition as the mean value of a probability distribution of losses, 2) in the significance of it
representing the long term loss (as determined by the central limit theorem and law of large
numbers -discussed below) and 3) in it being the most common understanding of risk as the
possibility of losing something of value. We briefly describe and give reason(s) for dismissing
other definitions below.
4.4.1.1 Knight's definition of risk as uncertainty when probabilities are known
In 1921 Frank Knight defined risk as uncertainty when probabilities are known. Unfortunately,
many people abandoned the classic definition of risk and adopted Knight’s definition. Aside
from Knight’s definition not possessing the benefits of the classic definition discussed above,
one major shortcoming of his definition is that it does not require a loss. Thus, for example,
someone watching people playing poker on tv would, by Knight’s definition, have a risk.
As noted by Hubbard17
15

https://en.wikipedia.org/wiki/Modern_portfolio_theory
Peris, Daniel, 2018 Getting Back to Business: Why Modern Portfolio Theory Fails Investors
and How You Can Bring Common Sense to Your Portfolio, McGraw-Hill
17
Hubbard, Douglas W., 2009, The Failure of Risk Management – Why It’s Broken and How to
Fix It, Wiley.
16
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Frank Knight was an influential economist of the early 20th century who wrote a text titled Risk, Uncertainty
and Profit (1921). The book, which expanded on his 1917 doctoral dissertation, has become what many
economists consider a classic. In it, Knight makes a distinction between uncertainty and risk that still
influences a large circle of academics and professionals today: [To differentiate] the measurable uncertainty
and an unmeasurable one we may use the term “risk” to designate the former and the term “uncertainty” for
the latter. According to Knight, we have uncertainty when we are unable to quantify the probabilities of
various outcomes whereas risk applies to situations where the odds of various possible outcomes can be
known.

Why not use Knight’s definition? For one thing, it contradicts the classical mathematical definition
of risk as the expected loss that is still subscribed to by most statisticians and scientists today. But
equally as important, as Hubbard points out, Knight’s definition would classify an uncertain event
with no loss as a risk. This is not reasonable, because, for example, most people would not consider
it a risk to simply watch a roulette wheel at a casino if they did not place a bet and hence had no
possibility of a loss. Surely there is uncertainty, the odds are known, but nothing is at risk. Hilson18,
who is one of the authors of the ISO and PMI standards explains that all risks are uncertain but not
all uncertainties are risks. A risk is an uncertainty that matters.
4.4.1.2 Defining risk as both upside as well as a downside
For most people, risks are something to worry about. They consider risks as potential losses,
such as the risk of dying, the risk of being in an accident, the risk of a stock or portfolio of stocks
they own declining in value. Cyber risk, today a major concern, is about preventing losses in the
form of confidentiality, integrity, or availability of information, all of which are ‘losses’.
Defining ‘upside risks’ is contradictory to such common usage of the word risk. The primary
dictionary definitions of risk do not include ‘upside’. For example, the Webster dictionary
defines risk as:
1: possibility of loss or injury: peril
2: someone or something that creates or suggests a hazard
3
a: the chance of loss or the perils to the subject matter of an insurance contract; also: the degree of
probability of such loss
b : a person or thing that is a specified hazard to an insurer
c : an insurance hazard from a specified cause or source war risk
4: the chance that an investment (such as a stock or commodity) will lose value

4.4.1.3 Economists definition of risk as variability.
Economists use variability as risk in two different ways – 1) modern portfolio theory, where a
linear programming optimization is used to either minimize the variability (risk) of a portfolio of
investments for a given expected return, or maximize the expected return for the portfolio for a
18
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given variability of the portfolio; and 2) in options theory where the risk of an investment (as
represented by the variability of the investment in a log-normal distribution) is used to price an
option. Without going into a discussion of some of the questionable assumptions of each of these
theories, the use of variability as risk is questionable since it includes variability above the mean
as well as below the mean. In fact, some criticisms of modern portfolio theory have led to the use
of ‘semi-variance’ rather than variance as a measure of risk. As we will discuss below, using the
definition of risk as the expected loss is our favored definition. Risk is a long-term measure,
corresponding to the expected return in modern portfolio theory. Value at risk, which we will
also discuss below, is a short-term measure of risk that corresponds to the ‘risk’ of modern
portfolio theory.
4.4.1.4 Using just the classical definition of risk as the expected loss.
Defining risk as Expected loss alone precludes the consideration of opportunities when making
decisions and doing strategic planning. Taking risks is an important ingredient of success. When
viewed as such, risk is an ‘upside’ objective. If we were to limit the definition of ‘risk’ only to
the downside, then the role of risk assessment and management in decision making and strategic
planning would be limited. Risk managers should be an integral part of decision making as well
as being responsible for minimizing expected losses. We can overcome this dilemma as follows.

4.5 Overcoming the Dilemma of Alternative Risk Definitions
4.5.1
Risk and Opportunity
We propose the following requirements for viable definitions of risk and opportunity:
• The definitions must support the distinction between two separate but related processes:
Risk analysis and management – where the focus is on uncertain events
Decision analysis - where the focus is on alternatives of choice
• The definitions must agree with the common understanding of risk being the worry of a
potential loss
• The definitions must allow for both uncertain costs as well as uncertain benefits
Proposition: We propose the following definitions:
• Adopt the classical definition of risk as the expected loss of an uncertain event.
o Two synonyms for risk are ‘risk event’, or just ‘event’ with the understanding that
the event has a one or more losses. Unlike Knight’s definition of risk being an
uncertain event, risk is defined as an uncertain event that matters because there
are losses.
o The losses are to the achievement of one or more of the organization’s objectives.
o There may be one or more causes (sources, hazards, threats) of a risk event. The
causes may or may not be uncertain.
▪ Causes, unlike risks, do NOT have losses. For example, hurricane in and
of itself is not a loss, but can cause risk events that have losses, such as
loses to property, life, ability to work, etc.
• Opportunities are the expected benefits of uncertain events.
o Just as risks are the expected losses of uncertain events, opportunities are the
expected benefits of uncertain events.
With the above definitions, it is possible to conduct a variety of analyses:
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•
•
•
•

Risk assessment and management (where the focus is on uncertain events that result in
losses).
Opportunity assessment and management (where the focus is on uncertain events that
result in benefits
Mixed Risk and Opportunity Assessment (where the focus is on uncertain events, some of
which result in losses and some of which result in gains
Decision making under uncertainty (where the focus is on choosing one or a combination
of alternatives). This analysis includes consideration of alternatives’ benefits, costs, risks
and opportunities and is what is often called Risk Informed Decision Making (RIDM).

4.5.2

Risks-We-Face and Risks-We-Take

It is common to see references to facing risks and taking risk, both in the literature as well as
everyday conversation. To actually ‘walk the talk’ of Enterprise Risk Management, we need to
recognize the distinction and interaction of ‘risks-we-face’ and ‘risks-we-take’.
Risk analysis and management involves the “risks-we-face” where the focus is on uncertain
events that result in losses to one or more of the organization’s multiple objectives. This is in
contrast to decision analysis which involves the “risks-we-take’ and where the focus is on
choices/alternatives – deciding on which choice/alternative or portfolio of choices/alternatives to
choose based on each choice’s/alternative’s contributions to the organization’s multiple
objectives, and subject to a variety of constraints.
An additional insight into the difference between risks-we-face and risks-we-take can be gained
by thinking of risks-we-face as involuntary and risks-we-take as voluntary.

4.5.3

Comprehensive, Scientifically Valid, Consistent, and Practical

After a careful examination of contradictions and confusions arising from different definitions
and frameworks of risk and risk management, we will next propose a framework that is
comprehensive (includes multiple objectives, some of which are subjective), scientifically valid
(develops and incorporates ratio scale measures), consistent (with both the classical definition of
risk as expected loss as well as the more recent efforts to include ‘upside’ risks) and practical –
accommodating several many to many relationships between risk and opportunity sources, risk
and opportunity events, multiple organizational objectives, and controls that can be applied to
reduce risks or increase opportunities. Our framework considers risk as an uncertain cost and
incorporates the classical definition of risk as expected loss. Uncertain gains are included but are
called opportunities, rather than upside risks.
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4.6 Proposed Enterprise Risk Management Framework
The essence of our proposed enterprise risk management framework is an understanding that:
Enterprise Risk Management is not only managing risks throughout the enterprise, but
also includes both Risks-We-Take as well as Risks-We-Face.
Risks-We-Face (commonly referred to as Risk Analysis and Management) focuses on
uncertain Events that result in losses to multiple Objectives
The analysis consists of measuring:
the likelihood of causes of events,
the likelihood of events given causes,
the consequences of events on objectives, and
the importance of objectives.
The management consists of deciding what controls to adopt to reduce risks to an
acceptable level.
Risk Tolerance is a measure of how much risk management is willing to accept
Risks-We-Take19 (commonly referred to as Risk Informed Decision Making) focuses on
decisions to select Alternatives based on their contribution to multiple Objectives.
The analysis consists of:
measuring the contribution of alternative to objectives, and
deriving measures for the importance of the objectives.
Decisions consist of selecting one or a combination of alternatives based on
tradeoffs among:
Benefits
Costs
Uncertain benefits (opportunities)
Uncertain costs (risks)
Risk Appetite is a measure of the risks how much risk management is willing to
take (risks associated with the alternatives selected).
Some of the risks being taken become future Risks We Face.

4.6.1

Risks We Face, Risks We Take - Distinct, separate, but related

Risks-We-Face
EVENTS
Select Controls
Risk Tolerance
Involuntary/Pure Risk

Risks we TAKE
ALTERNATIVES
Select Alternatives
Risk Appetite
Voluntary/Speculative

We emphasize that the process for Risks-We-Face (risk analysis and management – that focuses
on risk events) is separate and distinct (but sometimes related to) the process for Risks-We-Take
(decision making – that focuses on alternatives). However, an organization’s objectives are key
to both processes.

It isn’t just the risks we take, but the alternatives we take when making decisions in the
presence of risk, sometimes called Risk Informed Decision Making (RIDM). The risks come
along with the alternatives we choose.
19
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4.6.2

Risk Tolerance and Risk Appetite

A common mistake is to define terms such as Risk Appetite or Risk Tolerance without
understanding which process they relate to. We describe practical processes for “risks-we-face”
and “risks-we-take” below, but as far as we know, there is no one process for doing both,
simultaneously.
Another important reason to differentiate between “risks-we-face” and “risks-we-take” is that
without such differentiation, it isn’t at all clear who does what and when regarding risk
management. For example, the primary responsibility of Chief Risk Officers and Risk
Compliance Officers is risks-we-face where the focus is on risk events, controls, and risk
tolerance, while the primary concern of the those responsible for strategy is risks-we-take, with a
focus on alternatives and risk appetite. The CEO and Board of Directors are responsible for both
risks-we-take and risks-we-face, but the decisions related to each are different, as the former
relates to choosing alternatives in which ‘risk appetite’ plays a role while the latter relates to
identifying and managing risk events, where ‘risk tolerance’ is addressed.

4.6.3

Resolving ambiguities with a coherent framework and definitions

As an example of why we need a better, coherent framework for enterprise risk management,
and how the above proposed framework, with risk defined as an expected loss and separate but
related processes for ‘risks-we-face’ and ‘risks-we-take’ can clear up ambiguities in definitions
and provide specific processes for measuring and managing risks, consider a frequently used
term ‘risk ‘appetite’. What does it mean? How do we measure it, and does it help us manage
risk?
4.6.3.1 Risk Appetite
An organization does not pursue risk for risk’s sake; they seek benefits, both certain and
uncertain (opportunities) by selecting alternatives that also have costs, both certain and uncertain
(risks). The risks come along with the alternatives and are part of a decision process for selecting
alternatives in what is commonly referred to as risk informed decision making. From the
perspective of Enterprise Risk Management, we refer to this as ‘risks-we-take’, with its focus on
choosing alternatives. As part of this decision process (which we will illustrate later with the
Analytic Hierarchy Process), judgments are made about the relative importance of risk compared
to opportunities, benefits and costs. An organization with a higher ‘risk appetite’ will judge risk
to be less important compared to benefits and opportunities than one with a lower ‘risk appetite’.
As we will see below, an organization can develop a ‘risk appetite’ profile by prioritizing their
appetite for risks to different objectives, such as revenue growth, shareholder return, corporate
image, employee relations, customer relations, etc. as well as in prioritizing the relative
preferences for alternatives with respect to their risk to these objectives.
4.6.3.2 Current Confusion and Difficulties in Implementing ERM –Examples
Next, we will illustrate some of the confusion and difficulties in implementing ERM without a
framework such as the one we propose here, by looking at two articles as examples of how the
concept of “risk appetite” is addressed how it is confused with “risk tolerance”.
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4.6.3.2.1 On the Meaning and Use of the Risk Appetite Concept
In the first article we will look at, “On the Meaning and Use of the Risk Appetite Concept”20
Terje Aven illustrates confusion and difficulties with the risk appetite concept as it is currently
viewed. Aven notes:
The risk appetite concept has been given considerable attention recently in enterprise risk
management contexts. A number of definitions exist, most with a link to risk acceptability,
but also values and goals. The usefulness of the concept is, however, disputed; some authors
argue that we can in fact do better without it.

Aven argues that the meaning of risk appetite is different or even meaningful or not depending
on which of five different risk perspectives are used:
(a) Risk equals expected value (loss).21
(b) Risk is the combination of probability and extent of consequences22.
(c) Risk is uncertainty in regard to cost, loss, or damage23
(d) Risk is a situation or event where something of human value (including humans themselves) is at stake and where the outcome is uncertain24,25.
(e) Risk is uncertainty about and severity of the consequences (or outcomes) of an activity with respect to
something that humans value26.

To illustrate, let’s look at a few of the numerous definitions of risk appetite that Aven cites in
Table I of his article27 shown below.

Aven, T. “On the Meaning and Use of the Risk Appetite Concept”, Risk Analysis, Vol 33, No.
3. 2013 pp 462-468.
21
Verma M, Verter V. Railroad transportation of dangerous goods: Population exposure to
airborne toxins. Computers & Operations Research, 2007; 34:1287–1303.
22
Ale BJM. Risk assessment practices in the Netherlands. Safety Science, 2002; 40:105–126.
23
Hardy CO. Risk and Risk Bearing. Chicago: University of Chicago, 1923.
24
Rosa EA. Metatheoretical foundations for post-normal risk. Journal of Risk Research, 1998;
1:15–44.
25
Rosa EA. The logical structure of the social amplification of risk framework (SARF):
Metatheoretical foundation and policy implications. In Pidegeon N, Kaspersen RE, Slovic
P(eds). The Social Amplification of Risk. Cambridge: CambridgeUniversity Press, 2003.
26
Aven T, Renn O. On risk defined as an event where the outcome is uncertain. Journal of Risk
Research, 2009; 12:1–11.
27
Aven, T. “On the Meaning and Use of the Risk Appetite Concept”, Risk Analysis, Vol 33, No.
3. 2013 pp 462-468.
20
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4.6.3.2.2 ISO Definition of “Risk Appetite”
The ISO defines risk appetite as the amount of risk that an organization is prepared to pursue or
retain. When pursuing opportunities as part of the risks-we-take process, a chosen alternative will
have risks. Some, but not necessarily all, will become risks the organization faces and are
subsequently subject to decisions on how to control them as part of the ‘risks-we-face’ process.
The point is that there is no single process for both pursuing and retaining risk as suggested by
the ISO definition. If, as we propose, we confine the definition of ‘risk appetite’ to the ‘risks-wetake’ and confine the part of the ISO definition about retaining risks to the risk tolerance aspect
of ‘risks-we-face’ we would have well defined and implementable processes for both ‘risk
appetite’ and ‘risk tolerance’.
4.6.3.2.3 HM Treasury’s Orange Book Definition of “Risk Appetite”
HM Treasury’s Orange Book28 definition of risk appetite is the amount of risk that is judged to
be tolerable and justifiable. What process is there to measure and manage ‘tolerable and
justifiable risks’? How does one distinguish tolerable from justifiable? According to our
proposed framework, the ‘risks-we-take’ process is a decision-making activity that involves
choosing alternatives based on tradeoffs among their benefits, costs, opportunities and risks so
that by definition, the choice of an alternative according to the tradeoff with risk, justifies its risk.
The tolerable part of the definition can be implemented by either ruling out an alternative – as
part of the decision process – as being infeasible because its risk to one or more objectives is
judged to be too high, or by doing a detailed risk analysis of events, likelihoods and impacts
using the ‘risks-we-face’ process. Thus, we would argue to remove the ‘tolerable’ from the
definition of ‘risk appetite’ and consider it when addressing ‘risk tolerance’.

Orange Book: Management of risk – Principles and Concepts; HM Treasury, 2013;
https://www.gov.uk/government/publications/orange-book
28
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4.6.3.2.4 Institute of Internal Auditors
The Institute of Internal Auditors definition of risk appetite as the level of risk that an
organization is willing to accept is unclear. If it means accept when selecting an alternative, then
it can be implemented with the process for ‘risks-we-take’ as explained above. If it means accept
when looking at ‘risks-we-face’, then we would say it refers to risk tolerance, rather than risk
appetite.
4.6.3.2.5 Dupoy
The Dupoy definition of risk appetite, as the investor’s willingness to buy risky assets, although
rather general, can be implemented with the “risks-we-take” decision process since choosing an
alternative is an expression of the willingness of the organization to ‘buy risky assets’.
Rather than looking at each of the other definitions of risk appetite in Table I, we leave it as an
exercise for the reader to judge whether or not they are clear and amenable to implementation as
‘risks-we-take’.
Aven draws what we believe to be two important conclusions in his discussion of the meaning
and use of risk appetite. First:
To be effectively used in practice, all concepts used need to be clear and understandable. This applies to the
concept of risk appetite as well as all other terms used in risk management. Unfortunately, the risk
management area struggles with the nomenclature—as we all know, there are several diverging ideas and
conceptions of risk and related concepts out there.

Our proposed framework does this, first, by adopting a definition of risk as the expected loss,
and subsequently, by separating the processes of ‘risks-we-face’ from ‘risks-we-take’, arriving at
a definition of risk appetite that agrees with Aven’s second conclusion:
In this article we have argued for the use of the term “risk appetite” to express the willingness to take on
risky activities in pursuit of values. The term is used for describing a policy for risk taking.

4.6.3.2.6 Risk Management – the Revealing Hand
The second article we will look at is Kaplan and Mikes’ article “Risk Management – the
Revealing Hand29. In discussing a requirement for disciplined risk-taking Kaplan and Mikes
observe:
When managers are overconfident about their strategies and projects, early identification and discussion of
risks are required to discipline corporate risk-taking and to limit to acceptable levels the expected
consequences from risk-taking behavior. Most policymakers, regulators, and academics… agree that the
greater internal clarity about, and public disclosure of, material risks are likely to lead to better decisionmaking. But there is far less agreement about how … risk management should go about this assignment.

Kaplan, Robert and Mikes, Anette, “Risk Management – the Revealing Hand”, Journal of
Applied Corporate Finance, Volume 28 Number 1 pp 8-18.
29
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4.6.3.2.7 Far Less Agreement about How…
We assert that ‘how’ risk management should go about this assignment depends on a definition
of risk and an understanding of the distinct processes for ‘risks-we-face’ and ‘risks-we-take’ as
set forth in our proposed framework above. There are three ‘how’s in the above statement. First,
the ‘early identification and discussion of risks’ requires a process for ‘risks-we-face’ –
identifying events and measuring/estimating the likelihoods, impacts, and hence risks, as well as
possible controls for each of the alternatives under consideration (as illustrated in Section 7
below). Second, ‘disciplined corporate risk-taking” requires a process for ‘risks-we-take’ where
tradeoffs are performed of each alternative’s risks, along with its benefits, costs, and
opportunities’ (as illustrated in Section 8 below). And third, the ‘limit to acceptable levels the
expected consequences from risk-taking behavior’ again requires a process for ‘risks-we-face’ or
will face if the alternative(s) are chosen, considering not only the risk events from the chosen
alternatives, but risk events to the organization at large – many resulting from decisions made in
the past.
4.6.3.2.8 Quantitative Enthusiasm
Kaplan and Mikes30 go on to say:
Some risk management experts embrace a culture of “quantitative enthusiasm.” They believe that the most
important role of the corporate risk management function is to identify and then measure risks. Such risk
“quants” rely on their ability to express risks in the form of statistical distributions, including the correlations
among them, for use by corporate decision-makers when (1) comparing the expected outcomes of risky
alternatives; (2) evaluating the effects of risky investments on the value and risk of the firm’s entire
“portfolio” of assets and businesses; and (3) benchmarking the firm’s aggregate risk exposure against its risk
appetite.

The ‘identify and then measure risks’ referred to by Kaplan and Mikes is addressed by the ‘riskswe-face’ process. We will illustrate, below, how to quantify much more than what was
previously considered the sole province of ‘quants’, including quantifying human judgment
about the relative importance of objectives, which is subjective and beyond the scope of work
performed by risk ‘quants’. We will illustrate how to measure the expected outcomes of risky
alternatives (risks-we-face) so as to be able to constrain the expected outcomes of risky
alternatives by corporate decision makers (risks-we-take) and also illustrate how to benchmark
the firm’s aggregate risk exposure (risks-we-face) against its risk appetite (risks-we-take).

4.7 Summary of Proposed Enterprise Risk Management Framework
In summary, the proposed Enterprise Risk Management Framework presented here addresses the
‘how’ to actually perform and reap the benefits of risk management, rather than just talking about
or around it. The proposed framework isn’t completely new, but the combination of parts of it is,
including:
Distinguishing risks-we-face (with its focus on events) from risks-we-take (with its focus on
alternatives).

30

Ibid.
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Relying on only seven primary elements (with synonyms)
Measurement methods that produce ratio scale measures for mathematically meaningful and
scientifically valid results
Incorporation of intangible objectives
Treating humans as input devices for judgments about the importance of objectives and likelihoods of
threats and events for which there is no applicable data

Where we go from here: After discussing processes for Risks-We-Face and Risks-We-Take in
Sections 5 and 6 respectively, we will present illustrations and example implementations in
Sections 7 and 8.

18

5 Risks-We-Face – Risk Analysis and Management
In this section we will look at an overview of a proposed process for ‘Risks-We-Face’ (Risk
Analysis and Management) and then delve into details with illustrations and examples in Section
7 below

5.1 Focus on Events
Events, also known as “risk events” are the focus of risk analysis and management. The process
involves identifying events, measuring/estimating their likelihood and impact, multiplying their
likelihood and impact to ascertain their risk or expected loss, documenting them in a risk
register, and managing them by identifying and applying controls to reduce the risks to what
management feels is ‘tolerable’, recognizing costs and other constraints.

5.2 Perspective/Governance
Risk analysis and management is the responsibility of people throughout the organization,
specifically: Chief Risk Officer, Risk Compliance Officer, Board of Directors, CEO, C Level
Managers, and Operating Managers.

5.3 Risk: Expected Loss, Likelihood and Impact
The risk, or expected loss, of an event is the product of the likelihood of the event and the impact
of the event on an organization’s objectives. There can be many objectives or just a few
considered in the evaluation. When there are many, as is typical for an enterprise evaluation,
they should be arranged in a hierarchy of homogenous as practiced in the Analytic Hierarchy
Process (AHP).31 The impact of an event is the sum product of the consequences of the events to
the organization’s objectives and the importance of the objectives. The objectives are typically
the same or a subset or superset of the objectives considered when making decisions, as
discussed in Sections 5 and 6 below.
In order for products and sum products to be mathematically meaningful (scientifically sound),
the measures/estimates of the likelihoods, consequences, and objective importance must be ratio
scale measures. As discussed in Appendix I, ratio scale measures are measures that represent
proportion. Unlike interval or ordinal measures that do not possess this property, the same ratio
of any two numbers on a ratio scale are equivalent. For example, 100 divided by 50 is equivalent
to (has the same meaning as) 4 divided by 2. This is not true of 1 to 5 ordinal scales traditionally
used to denote likelihood and impact. A detailed discussion of why risks produced by
multiplying ordinal measures are mathematically meaningless is contained Section 7.7 below.
5.3.1.1 Likelihood
Ratio scale (proportional) measures of the likelihood of an event can be obtained from historical
data (when available and assuming the future will look like the past) and/or from human
judgment. Several scientifically valid methods for predictive analytics are discussed in detail in
Section 7.7 below.
5.3.1.1.1 Causes/Sources/Hazards/Threats

Forman, Ernest H., with Gass, Saul I, “The Analytic Hierarchy Process – An Exposition”,
Operations Research, vol.49, no. 4, July-Aug 2001, pp. 469-486.
31
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In some cases, event likelihoods can be conditional on causes, hazards, threats, or sources (these
terms can be used interchangeably) which trigger the event.
5.3.1.2 Event Vulnerability to Causes/Sources/ Hazards/Threats
For those events that are caused by one or more sources, the likelihood of the event is a
conditional likelihood and can be thought of as the vulnerability of the event to one or more
causes. When there are numerous causes, they can/should be arranged in a hierarchy of
homogenous clusters as discussed below.
The overall likelihood of an event is the sum product of the likelihood of each of the causes of
the event and the likelihood of the event given the causes. Both the likelihoods of the causes and
the likelihoods of the events given the causes must be ratio scale measures for the multiplication
to be scientifically/mathematically meaningful. Measures with 1 to 5 scales are ordinal and
cannot be used if the results are to be scientifically/mathematically meaningful. Risk
management based on such non-scientific measures can be worse than doing no risk
management at all!
5.3.1.3 Impact
Events result in losses to one or more of an organization’s objectives. We can also say that
objectives may be vulnerable to one or more events. The impact of an event is the sum product
of the consequences of the event on each objective multiplied by the importance of each
objective.
5.3.1.3.1 Consequences
Consequences of events on objectives can be obtained from historical data (when such data is
available, and it is reasonable to assume the future will be similar to the past) as well as from
human judgment as discussed below.
5.3.1.3.2 Objective Priorities
The importance of the objectives is subjective! By subjective, we mean based on the subject or
subjects. This does not mean that they are arbitrary – rather just the opposite. They are based on
judgments – individual and collective – reflecting the knowledge and experience of management
and subject matter experts. Determining the importance of objectives in a scientifically sound
way is discussed below in detail in Section 7.7 below.
5.3.1.4 Risk
Risk is the product of an event’s likelihood and impact. As discussed above, the likelihood is the
sum product of the likelihoods of the event’s causes and likelihoods of the event given the
causes. The impact is the sum product of the event’s consequence on objectives and the priorities
of the objectives. Examples and illustrations of these rather complex relationships will be given
in Section 7.7 below.

5.4 Controls
Risks can be reduced by the application of a variety of controls. Controls can be applied to
reduce the likelihood of causes/sources, reduce the likelihood of events given causes/sources,
and to reduce the impact of events on objectives. A control that reduces the likelihood of one
cause/source may reduce the likelihood of several causes/sources, which in turn will reduce the
likelihood of several events. A control that reduces the likelihood of an event given a
20

cause/source may reduce the likelihood of the event given several causes/sources. A control that
reduces the impact of an event on an objective may reduce the impact of that event on several
objectives. A control that reduces the impact on a specific objective may reduce the impact of
several events on that objective. The numerous many to many relationships make the selection of
an optimal set of controls extremely complex. However, with proper structuring, measuring and
synthesis, this can be automated to a large extent as will be illustrated in Section 7.3.12 below.
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5.4.1

Risk Categories

Categorizing risks can be helpful when analyzing and managing risks. Categories can be specific
to an organization or they can be generic, such as those proposed by Kaplan and Mikes32
Category I: Preventable risks.
These are internal risks, arising from within the organization, that are controllable and ought to be eliminated
or avoided.
Category II: Strategy risks.
A company voluntarily accepts some risk in order to generate superior returns from its strategy.
Category III: External risks.
Some risks arise from events outside the company and are beyond its influence or control.

Different approaches can be employed to manage risks in different categories. For example,
using the categorization proposed by Kaplan and Mikes, an organization can attempt to eliminate
all preventable risks by eliminating sources of these risk events. The risk tolerance for
preventable risks should be as low as possible, subject to constraints on cost.
Rather than attempting to eliminate strategic risks by controlling sources, and in the process
possibly reduce associated benefits or opportunities, controls to mitigate their consequence on
objectives might be more appropriate.
External risk sources, such as natural and political disasters and major macroeconomic shifts33
cannot be prevented but it is important to identify such sources and consider applying controls
that reduce the likelihoods of events from these risk sources as well as controls for mitigating the
consequences of events caused by these sources on the organization’s objectives.

5.5 Risk Tolerance
There are many definitions of risk tolerance such as:
The willingness to accept variation in consumption. As willingness to accept variation in consumption
increases so does risk tolerance.34, and
The degree, amount, or volume of risk that an organization or individual will withstand35

There is also a great deal of confusion between risk tolerance and risk appetite. Many
professionals use the terms risk appetite and risk tolerance interchangeably.36 Our proposed risk
Kaplan, Robert and Mikes, Anette, “Risk Management – the Revealing Hand”, Journal of
Applied Corporate Finance, Volume 28 Number 1 pp 8-18.
33
Ibid.
34
Finke, Michael S., Guillemette Michael A. Measuring Risk Tolerance: A Review of Literature,
Journal of Personal Finance; 15.1 (2016) 63-76
35
Project Management Institute, Inc. (PMI). (2013). Guide to the Project Management Body of
Knowledge (PMBOK® Guide) (5th Edition). Project Management Institute, Inc.
36
Manoukian, Jean-Gregorie, Risk Appetite and Risk Tolerance: What’s the Difference?
Enablon Insights September 29, 2016
32
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framework removes this ambiguity and defines both risk appetite and risk tolerance in ways that
they can be measured and used in the management of risk. Specifically, risk tolerance pertains to
“Risks-We-Face”. The tolerance can be expressed as an expected value, consequence, or the
probability of loss exceeding specific values. We illustrate how this can be measured and
managed below. In contrast, management can express their appetite for risks during the “RisksWe-Take” process as discussed in Section 8.4.3 below.
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6 Risks-We-Take – Decision Making
We will do an overview of the ‘Risks-We-Take’ (Risk Informed Decision Making) process in this
section and postpone in-depth illustrations and examples until Section 8 below.

6.1 Focus on Choices/Alternatives
While events are the focus of ‘risks-we-face’, choices/alternatives for strategic planning as well
as operating decisions are the focus of ‘risks-we-take’ when deciding or choosing one or a
combination of choices/alternatives. The choice/alternative or choices/alternatives we choose
typically have ‘risks’ that we will be taking if the choice/alternative or choices/alternatives are
chosen and hence the interplay with ‘risks-we-face’ discussed in Section 8 below.
We have said that events are the focus of ‘risks-we-face’ (risk management) and alternatives the
focus of ‘risks-we-take’ (decision making), both the risks in risk management and the
alternatives in decision making are prioritized according to the same objectives (or subset) of the
organization.

6.2 Perspective/Governance
Depending on the scope of the decision being made, responsibilities for decision making can be
concentrated with or distributed among the Board of Directors, CEO, other C level managers
including Chief Risk Officer, mid-level managers, operations managers, engineers, et al.

6.2.1

Choice and Portfolio Decisions

It is helpful to categorize decisions as either a choice of a single alternative – which will call
choice decisions, and selection of a combination of alternatives, which we will call portfolio
decisions.
6.2.1.1 Choice Decisions
Choice decisions involve choosing the ‘best’ choice/alternative from a set of candidate choices
or alternatives or options. Typical choice decisions include choosing the ‘best’:
Strategy
Partner
CEO
Investment
Vendor
Design
6.2.1.2 Portfolio Decisions
Portfolio decisions involve choosing the ‘best’ combination of choices/alternatives/options
(portfolio) from a set of candidate choices/alternatives and subject to a variety of constraints.
Typical portfolio decisions include selecting the best portfolio of:
Investments
IT Projects
R&D Projects
Drugs
Personnel
et al.
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Typical constraints consist of budget, personnel, equipment, space, dependencies between
alternatives, legal constraints etc., any one or more can be time dependent.

6.3 Alternative Priorities
A decision entails taking one or a combination of alternatives by evaluating the importance of
the organization’s objectives and the alternatives’ preferences or contribution to the objectives
under consideration. As discussed above, these objectives are often a subset or superset of an
organization’s objectives considered when evaluating risks or opportunities an organization
faces.
The overall priority of each alternative being considered is the sum product of the alternative’s
preference for, or contribution, to each of the objectives under consideration and the importance
of those objectives.

6.3.1

Importance of Objectives

The importance of the objectives in a decision is subjective! By subjective, we mean based on
the subject or subjects making the decision. This does not mean that they are arbitrary – rather
just the opposite. They are based on judgments – individual and collective – reflecting the
knowledge and experience of management and subject matter experts.
As a simple example of why the importance of decision objectives is subjective, consider a
decision with just two objectives, time and money, and two subjects making a decision; the first,
a senior citizen who has considerable wealth and a young graduate student who is struggling
financially. Time would generally be more important than money for the senior citizen and
money generally more important than time to the young graduate student. Of course, we cannot
take this for granted, but must elicit judgments from the subjects in a way that produces ratio
scale priorities that can be multiplied in a mathematically valid way with the preferences
(performance) of the choices/alternatives with respect to the objectives to produce results that are
scientifically sound. A widely used method for doing this is the Analytic Hierarchy Process
(AHP).
The Analytic Hierarchy Process is now widely used for multiple objective decisions throughout
the world. As discussed in Decision by Objectives37 and "The Analytical Hierarchy Process—an
Exposition"38, the process involves structuring objectives into a hierarchy of homogenous
clusters so that the relative importance of the objectives can be derived based on judgments from
multiple participants, and the relative preference of the choices/alternatives with respect to the
objectives can be derived from data – when available – as well as from human judgment.

Forman, Ernest H., with Selly, Mary Ann, Decision by Objectives – How to Convince Others
that You are Right, (2001) World Scientific Press.
38
Forman, Ernest H., with Gass, Saul I, “The Analytic Hierarchy Process – An Exposition”,
Operations Research, vol.49, no. 4, July-Aug 2001, pp. 469-486.
37
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The structuring of objectives also requires judgment – and there is no one ‘right’ way to structure
an objectives hierarchy. One possible structure that can be useful in that it explicitly considers
risk with the top level consisting of:
Benefits
Costs
Opportunities
Risks

where opportunities are uncertain benefits and risks are uncertain costs. The opportunities and
risks can (but not necessarily must) be analyzed in terms of uncertain events, as discussed above.

6.4 Risk Appetite
When assessing alternatives to be chosen during the ‘Risks-We-Take’ process, we make
compensatory tradeoffs among the alternatives according to their preferences with respect to
multiple objectives. Some of the objectives can be known benefits, some can be known costs,
some can be uncertain benefits (opportunities), and some can be uncertain costs (risks). When
we choose or ‘take’ an alternative (or combination), we do so because the benefits and
opportunities ‘outweigh’ the costs and risks (details of which are explained in Section 8 below).
So not only do we ‘take’ an alternative, we take the risks that come along with the alternative,
such as risk to revenue growth, risk to shareholder return, risk to corporate image, risk to
employee relationship. Managers, using available information as well as past experience can
judge the relative importance of losses to specific objectives such that if, for example, risk to the
environment was not as important as risk to corporate image, then they would have a greater
appetite, or be more willing to ‘take’ an alternative with a risk to the environment than one with
comparable risk to corporate image. This translates to saying that the appetite for alternatives
with risks to the environment is greater than the appetite for alternatives with risks to corporate
image. Of course, the estimates of the magnitudes of these risks are part of the computation as
we will illustrate in Section 8 below– how risk appetite can be measured and managed in a
scientifically sound way.
We next present illustrations and examples of how to implement Enterprise Risk Management,
first for Risks-We-Face in Section 7, and then for Risks-We-Take in Section 8.

7 Risks-We-Face - Illustrations and Examples
In this section we will illustrate ‘Risks-We-Face’ (Risk Analysis and Management) with the tool
Expert Choice Riskion.

7.1 Plethora of Terminology
The plethora of terms and definitions found in references such as
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The DHS Risk Lexicon39
Open Group40
ISO41

is a major obstacle for understanding and communicating risk. The DHS Risk Lexicon includes
more than 100 terms! It is important for an organization to use an agreed upon set of terms
within the organization to avoid confusion and miscommunication. Unfortunately, there is a
great variation among organizations. We have carefully distilled the large number of risk related
terms and definitions to just seven basic terms that we believe are necessary and sufficient to
identify, measure, communicate, and manage risk. These seven terms (and alternate terms that
serve the same purpose in risk analysis and management but may have slightly different
connotations in different organizations or under different circumstances) include:
Four "risk elements"
Events (Risks, Risk Events)
Causes (Sources, Threats, Hazards, Capability, Intent, Targeting)
Objectives (Assets)
Controls (Treatments)
and three "risk measures".
Likelihood (Probability)
Impact
Risk

7.2 Process Outline
An outline of the process for analyzing and managing risk is shown in Figure 1.

39

DHS Risk Lexicon 2010 Edition, September 2010, U.S. Department of Homeland Security.
https://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf
40
Introducing Two New Security Standards for Risk Analysis – Pat I – Risk Taxonomy Technical
Standard 2.0, Jim Hietala, The Open Group, October 30, 2013
https://blog.opengroup.org/tag/risk-taxonomy-standard/
41
ISO Guide 73:2009 Risk management – Vocabulary International Organization for
Standardization; reviewed and confirmed in 2016 https://www.iso.org/standard/44651.html
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•
•
•
•
•
•
•
•

Identify Risk Events
• Categorize
Identify Risk Causes (Sources/Threats/Hazards/Capability/Intent/Targeting)
• Map Causes to events
Assign Roles and Measure likelihoods of sources and events given sources
Identify Objectives
• Structure as hierarchy of homogenous clusters
• Map events to objectives (Vulnerabilities)
Assign Roles
Measure importance of objectives and consequences of events on objectives
Compute and analyze Risks
Identify Controls
• Assign Roles and Measure control effectiveness
• Select controls
• Optimize selection of controls
Figure 1 – Workflow for Risks-We-Face

The workflow process shown in Figure 1 is flexible and iterative. One possible sequence, starting
from the top, is to identify events that would result in a loss to the organization’s objectives.
Some or all these events could have identifiable causes. (As noted above, the causes can also be
referred to as sources, hazards, threats, capability, intent, or targeting.) Alternatively, it is
possible to first identify causes and then events. From the events, we can ask to what objectives
or assets the losses will occur if the event takes place. Alternatively, it is possible to begin with
objectives or assets and identify events to which they are vulnerable.
The process is usually iterative. When there are more than a handful of causes or objectives, it is
advisable to structure the causes and/or the objectives into hierarchies consisting of clusters of
homogenous elements as practiced in The Analytic Hierarchy Process (AHP). We can refer to
this process as structuring a model that will show the many to many to many relationships
between causes, events, and objectives in an organized way such that intelligent conversations
can be conducted and ratio scale measures derived, so that scientifically valid measures of the
risks of the events are produced that can be used to manage the risks by identifying and
allocating resources to controls that will reduce the risks in accordance with the risk tolerance of
the organization, in an optimal way.

7.3 Risk We Face Example – Monitoring the London Underground
For the purpose of illustrating the process of risk assessment and management outlined in Figure
1 – Workflow for Risks-We-Face, we will look at an analysis of the operational risks faced by
the intelligent event monitoring system designed by Siemens to monitor degradation of physical
assets, such as track signals, and to provide real-time information about train movements along
the entire Central Line of London Underground. This analysis was performed by Graduate
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Students at The George Washington University based on publicly available information42. As
discussed in Section 7.3.12.4 below, when there are multiple sources, events and objectives the
mathematical relationships are non-linear and the results of computations for likelihoods,
impacts and risks are inflated and Monte Carlo Simulations are needed to correct for this.
However, in order to understand the relationships between sources, events, objectives,
likelihoods, impacts and risks, we will first show computed values ignoring the non-linearities in
the following example and then show the simulated results in the Risks We Face Example with
Monte Carlo Simulations, in Section 7.4 below.

7.3.1

Events

Figure 2 shows the operational risks to be measured and controlled.

Figure 2 – Risk Events

Including descriptions for each event is important not only to minimize misunderstandings in
discussions, but more importantly to provide the context for measuring event likelihood and
consequences to objectives.

42

D Wilson. (2014, August 22). London Underground relies on an FPGA-assisted
trackmonitoring system to keep the trains rolling safely. https://forums.xilinx.com/t5/XcellDaily-Blog/London-Underground-relies-on-an-FPGA-assisted-track-monitoring/ba-p/507823
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7.3.2

Sources

For the purpose of this discussion we will refer to sources, although other comparable terms such
as causes, threats and hazards can be used interchangeably.

Figure 3 – Sources Hierarchy
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7.3.3

Objectives

The hierarchy of objectives that are impacted by the events is shown in Figure 4.

Figure 4 – Objectives Hierarchy
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7.3.4

Relationships between Sources, Events, and Objectives

The relationships between sources (causes/hazards/threats), events, and objectives are shown in
Figure 5 where we can see the sources causing events that impact the objectives.

Figure 5 – Events, Threats, Objectives

7.3.4.1 Mapping Sources to Events
A given source can be a cause of one or more events, and a given event can be caused by more
than one source – resulting in the first of several many to many relationships we will be

Figure 6 – Mapping Sources to Events
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describing. This many to many relationship can be represented by a mapping of sources to events
as depicted in Figure 6 where the sources are the columns and the events are the rows.
Figure 7 shows one of the many to many source-event relationships – between the flooding
source and several events.

Figure 7 – One Source to Many Events Relationship
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Figure 8 shows one of the many to many source-event relationships – between several sources
and the Failed Integration event.

Figure 8 – Many Sources to One Event Relationship
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7.3.4.2 Mapping Events to Objectives
We can specify the relationships between events and objectives, as shown in Figure 5, by
mapping each event to those objectives that will incur a loss if the event occurs. (We can also
think of these relationships as the vulnerabilities of objectives to events.) A given event can
impact more than one objective and a given objective can be impacted by more than one event –
resulting in another many to many relationship. A mapping for the London Underground
example is show in in Figure 9, where the events are the rows and the objectives are the columns.

Figure 9 – Mapping of Events to Objectives

Figure 10 shows one of the many to many event-objective relationships – between the Minor
Train Work event and several objectives.

Figure 10 – One Source to Many Events Relationship

35

Figure 11 shows one of the many to many relationships – between several events and the Service
Line Infrastructure objective.

Figure 11 – Many Sources to One Event Relationship

7.3.5

Source and Event Likelihoods

Figure 12 – Source and Event Likelihoods – shows ratio scale measures of source and event
likelihoods, derived using a variety of methods applied to historical data and/or human judgment.
As discussed above, in order for the results of a risk analysis to be scientifically valid, the
measures must be ratio scale measures, unlike the 1 to 5 measures typically used in many risk
analyses today. We will postpone discussing the details such methods here in favor of a thorough
discussion later.
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Figure 12 – Source and Event Likelihoods

The event likelihoods shown at the right of Figure 12 are the sum of the products of the source
likelihoods, shown on the left of Figure 12, and the likelihoods of the events given the sources
(not shown). Again, we emphasize that in order for the sum of products to be mathematically
meaningful, the multiplicands must be ratio scale (proportional) measures.

7.3.6

Objective Importance

Again, using ratio scale measurement methods (described later) applied to human judgments we
derive the relative importance of the objectives and sub-objectives, as in Figure 13.

Figure 13 – Objective Importance

7.3.7

Event Impacts

Similarly, ratio scale measurement methods (described later) are employed to derive the
consequences of the events on the objectives (not shown here). Subsequently, the impacts of the
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events, shown on the right in Figure 14 are the sum products of the objective importance and the
consequences of the events on the objectives.

Figure 14 – Event Impacts

7.3.8

Event Risks

The event risks, being the product of the ratio scale measures of event likelihood and event
impacts are shown in Figure 15. The risk of each event is a mathematically meaningful measure
of the expected loss of that event. Additional fields can be displayed for each event in what
becomes a Risk Register.

Figure 15 – Event Likelihoods, Impacts, and Risks

38

The ‘Total Risk’ is not necessarily a good measure because of what is known as the Flaw of
Averages43. The expected value of the losses of two events happening is not necessarily the sum
of the expected values of the losses of the two events. Furthermore, the likelihoods of the events
may be due to threats or sources that are not mutually exclusive. To understand what the total
risk would look like we can perform Monte Carlo Simulations, which we discuss below.
7.3.8.1 Relating Percentage Loss to Monetary Measures
Since we have derived ratio scale or proportional measures for the importance of objectives and
sub-objectives we can relate % impact to dollars by specifying a known or assumed dollar
amount for any objective or sub-objective, or for the entire enterprise, as shown in Figure 16,
where we assume a 100-million-dollar value for the financial objective. We can then see the
corresponding impacts and risk events in dollars.

Figure 16 – Impacts and Risks in Dollars

Savage, Sam L. The Flaw of Averages: Why We Underestimate Risk in the Face of Uncertainty.
John Wiley & Sons Inc, 2012. Print.
43
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7.3.9

Risk Map

Figure 17 – Risk or Heat Map

A risk or heat map depicts risk events plotted against Impact on the y axis and likelihood on the
x-axis (See Figure 17). Unlike the typical risk map with rectangular regions, notice that the risk
regions separating different ordinal levels of risk by color are hyperbolic rather than rectangular
since, as we will explain in more detail below, the typical risk maps produced from ordinal
measurement are error prone and can be “worse than useless,” leading to worse-than-random risk
reduction decisions. The impact axis shown in Figure 17 can be either percent or dollars; here it
is in dollars according to the conversion from percentage to dollars discussed above.
The values dividing the red, yellow and green regions can be set according to the risk tolerance
of the decision makers. What is important is the ratio scale measure of risk of each of the events;
the region colors help in visually comparing the risks of different events.

7.3.10

Bow-Tie Diagrams

‘Bow-Tie’ diagrams help in understanding the relationships of risk elements and the
computations involved in measuring and managing risks. The relationships between each risk
event (synonymous with risk event or event) its causes (sources, threats) and consequences is
visualized in a Bow-Tie diagram.
We will discuss how the measurements are made later, but for now let’s look at a bow-tie
diagram for one risk event “Shutdown of Intelligent Event Monitoring Network” as shown in
Figure 18.
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Figure 18 – Bow-Tie Diagram

At the center of the diagram is one of the events (risks, risk events) under consideration. There is
a similar Bow-Tie diagram for each event under consideration.
At the left of the diagram we see sources (causes, threats, hazards…) that can trigger the event.
As mentioned above, we distinguish sources/causes/threats which by definition do not have a
loss from events which by definition must have a loss (to one or more objectives). In practice, a
distinction between sources (causes, threats, hazards) and events isn’t observed; when discussing
risks in conversations -- it is common to refer to sources as risks regardless of whether or not a
loss is involved. However, in order to measure and manage risk in a comprehensive, scientific
way the distinction is a necessity.
As we will see, there are several many to many relationships between sources (causes, threats,
hazards…) and events. One such many to many relationships exists between sources and events.
One source can cause many events and one event can be caused by many sources. For example,
when analyzing and managing information privacy risks, proliferation of individuals’
information is, in and of itself, not a loss, but it can cause risk events such as disclosure of
information, loss of information integrity, or being combined with other information to create
information about an individual that is not revealed by the individual bits of information
themselves. We can say that this event is ‘vulnerable’ to these sources.
At the right of the Bow Tie diagram, we see objectives to which the event will incur losses.
can say that these objectives are ‘vulnerable’ to this event.
7.3.10.1 Bow-Tie Diagram with Measures
Figure 19 has a bow tie diagram for the same event, but this time we see measures that were
derived from ratio scale measurement techniques that will be described later.
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We

At the center of the diagram we see the “Shutdown of Intelligent Event Monitoring Network”
event and above it we see that its risk is 5%. This means that the expected loss from this event is
5% of the value of the enterprise (loss to all of the objectives). To the left of the 5% ‘Event Risk’
we see that the likelihood of this event is 18% – meaning that during the time-frame under is
consideration, there is slightly less than 1 in 5 odds that this event will occur. To the right of the
5% ‘Event Risk’ we see that the impact of this event on the objectives is 27%, meaning that the
impact if this event occurs is 27% of the value of all of the objectives. Thus, we see that the 5%
risk of this event is the product of the 18% likelihood multiplied by the 27% impact which is
4.86% or rounded to 5% in this display. It is important to note that because the likelihood and
impact measures are both ratio scale measures, multiplying them to get the risk is mathematically
valid.

Figure 19 – Bow Tie Diagram with Measures

Drilling down a bit further, we can see on the left that the 18% likelihood is the sum of the
products of the source likelihoods multiplied by the likelihood of this event to each of the
sources (which we sometimes refer to the event vulnerability to sources). Again, each of the
source likelihoods and event vulnerabilities to the sources must be ratio scale measures in order
for their product to be scientific or mathematically meaningful.
On the right-hand side of the bow-tie we see the impact of 27%; this is the sum product of the
priorities (importance) of each of the objectives, multiplied by the consequence of the event to
each of the objectives. Again, each of these measures must be ratio scale in order for the results
to be scientific or mathematically meaningful.
In summary, the risk of each event is the product of the event’s likelihood and its impact. The
likelihood in turn is the sum of the products of the sources (or threats) of the event and the
likelihood of the event given the sources. The Impact in turn is the sum of the product of the
objective importance and the consequence of the event on the objectives. Any methodology that
computes risk where the likelihood or impact measures are ordinal measures (such as on a scale
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of 1 to 5) is un-scientific or mathematically meaningless and as we will discuss shortly, can be
“worse than useless,” leading to worse-than-random decisions.
7.3.10.2 Bow-Tie Diagram with Monetary Measures
We saw above (Figure 16) how we can express impact and risk in dollars rather than % of the
value of all the objectives. The Bow-Tie relationship in Figure 20 shows the risk and impacts of
this event in dollars. The risk, in dollars, of mishandling of critical and/or sensitive information
by authorized persons is, for this hypothetical Information System, 67.56 million dollars.

Figure 20 – Bow-Tie with Monetary Risks

7.3.11

Reducing Risks

Having structured the relationships between sources, events, and objectives, and having derived
ratio scale measures for the likelihoods of sources, the likelihoods of events given sources, the
consequences of events on objectives, and the importance of objectives, we are ready to manage
risks by identifying controls, evaluating their anticipated effectiveness, and selecting a set or
portfolio of controls that provide the most risk reduction subject to a variety of constraints,
including resource limitations, dependencies, and even politics!
7.3.11.1 Identifying Controls and Estimating their Effectiveness
As discussed earlier, risks can be reduced by the application of a variety of controls that reduce
the impact of that event on one or more objectives. A control that reduces the impact on a
specific objective may reduce the impact of several events on that objective. A control that
reduces the likelihood of an event given a source may reduce the likelihood of the event given
several sources.
reduce the likelihoods of sources
reduce the likelihoods of events given sources,
and mitigate the impact of events on objectives.
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After identifying controls of the above three types, ratio scale estimates of their effectiveness can
be arrived at using both historical data as well as judgment. Just keeping track of these estimates
is a challenge because a control that reduces the likelihood of one source may reduce the
likelihood of several sources, which in turn will reduce the likelihood of several events.
Specifically, we need ratio scale estimates (from data and/or judgments) for the:
Effectiveness of controls in reducing the likelihood of specific sources
Effectiveness of controls in reducing the likelihood of each event given specific sources
Effectiveness of controls in reducing the consequence of each event on specific objectives

The data and/or judgments for the above estimates can come from ‘participants’ throughout an
organization as well as from subject matter experts outside of the organization. To designate
where and from whom the data/judgments are to come from, roles are assigned based on
knowledge, experience, and responsibility (governance).
7.3.11.2 Risk Reduction with Application of Controls
The many-to-many-to-many-to-many relationships between sources, events, objectives and
controls makes the computation of risk reduction resulting from the application of controls
extremely complex. However, with ratio scale measures and proper relationship modeling, such
as those depicted by the Bow-Tie diagram discussed above, the computations can be readily
automated. Not only can we compute the reduction of risk expected from the application of one
or more controls, we can optimize the selection of controls such that we get the maximum
reduction of risk for a portfolio of controls that satisfy a variety of constraints, including budget
and other resource limitations.
As an example, 48 controls were identified as candidates to reduce the risk for the London
Underground Monitoring Operations. In Figure 21 some of these controls reduce the likelihood

Figure 21 – Reduction of risk with all controls selected
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of sources, some reduce the vulnerabilites of events to sources, and some the reduce the
consequences of events on objectives.
If all these controls are ‘selected’, as shown here, the total risk is reduced from $580.7 million to
$6.5 million. However, as we discuss below, there may not be enough funding to select all these
controls, or it might just not be cost effective to select them all. In addition, there might be other
‘constraints’, such as dependencies between controls, that have to be considered.
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7.3.11.3 Bow-Tie Diagram with Controls

Figure 22 – Bow-Tie for one event with inactive controls

Looking at the bow-tie diagram for one of the events (Intelligent Event Monitoring Network
Shut Down) in Figure 22 – Bow-Tie for one event with inactive controls – we see the likelihood
of the event as 18% and the impact as $373 million) which corresponds to what was seen in the
events risks in Figure 16 above. Potential controls are shown as grey boxes with an indication of
their estimated effectiveness in reducing the likelihood or consequence of the event, if the
control were implemented. None of the controls shown in Figure 22 are implemented as
indicated by the strikethroughs and gray background.
A control that reduces the likelihood of one source, can of course, reduce the likelihood of other
sources for this event (one of the many to many relationships), as well as for other events
(another of the many to many relationships). The two controls circled in Figure 22 are actually
the same control (Monthly Performance Review), as can be seen in Figure 23, where we also see
that, by adding this one control, the likelihood of the source “Disregarding or Not Following…”
has been reduced to 19.5% (from 26.01 % in Figure 22); the likelihood of the source “Engineers
Failure to Properly ….” has been reduced to 7.24% (from 8.04% in Figure 22) which reduces the
Likelihood of this one event to 15.53% (from 18.11% in Figure 22) and the risk of the event to
$57.9 million (from $67.56 in Figure 22). In addition, by implementing just this one control, any
other events with sources whose likelihood would be reduced by this control would also have
their risks reduced. In summary, each source control that is implemented can reduce the
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likelihood of more than one source; reducing the likelihood of any source can reduce the
likelihoods of more than one event caused by the source.
The above relationships also exist for controls that reduce the likelihoods of events given sources
as well as controls that reduce (mitigate) the consequences of events on multiple objectives. It is
all but impossible to represent and manage such many to many relationships44 with conventional
tools such as spreadsheets.

Figure 23 – Adding A “Monthly Performance Review” Control
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Sources to Events; Events to Objectives; Controls to Sources, Events, and Objectives.
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7.3.11.4 Risk Register with Controls
A risk register of event risks without controls is shown at the top of Figure 24. The risks with all
of the controls shown in Figure 21 are shown at the bottom of Figure 24. The reduction in risks
with these controls is significant. For example, the risk for Major Train Public Accident is
reduced from $118 million to $72 thousand.

Figure 24 – Event Risks without and with Controls
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7.3.11.5 Heat Map with Controls
Comparing a heat map without and with controls provides a good visualization of the reduction
of risks that can be achieved if all of the controls were implemented. The heat map with controls
in Figure 25 shows the risks for events with all controls selected. (The plot has been ‘zoomed’ to
better show the risks that have been reduced substantially.) For example, the risk for the event
“Major Train Public Accident” with these controls is now in a ‘green area where the risk for this
event without controls was in a ‘red’ area (a side by side display can be seen in Figure 26).

Figure 25 – Heat Map with Controls

`
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Figure 26 – Left: Without Controls; Right: With Controls

7.3.12
Deciding on what Controls to Implement – Management’s
Responsibility
It is management’s responsibility to understand and decide on the tradeoffs between resources
required to reduce risk and their risk tolerance. While this is no easy task, a scientific process of
evaluating risks as described here provides management with the tools necessary to translate
their judgment about these tradeoffs into an optimal selection of controls. The process is iterative
in that an initial ‘solution’, based on assumed constraints and priorities of objectives, is examined
by management so that they can arrive at an optimal set of controls that fit their view of objective
priorities, available resources, internal and external constraints.
7.3.12.1 Manual Selection of Controls

Figure 27 – Controls Sorted by Stand Alone Risk Reduction
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Suppose a management committee wanted to select a subset of these controls. How would they
decide on which controls to implement? If they were to select just one control, which would it
be? The choice is not easy because each control can reduce risk in many ways – for example by
reducing the likelihood of several sources, or by reducing the likelihood of several events given
several sources or reducing the consequences of several events to several objectives. Having
modeled the many-to-many-to-many relationships, we can compute the ‘stand-alone’ risk
reduction for each of the controls – as shown in Figure 27 where the controls are sorted from
high to low in their stand-alone risk reduction. (Stand-alone because the actual risk reduction of a
particular control would be different if one or more other controls were implemented as well. For
example, the risk reduction by selecting the two controls with the highest Stand-Alone-Risk
reductions is $311 million (as shown in Figure 28) which is less than the sum of the risk
reductions for each of the controls ($268 million + $257 million).

Figure 28 – Risk Reduction with Two Controls Selected
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7.3.12.2 Optimization
A major benefit of our proposed framework for modeling and measuring risk with ratio scale
measures is the ability to optimize the selection of risk reduction controls. The optimization has
two important aspects. The first, which is somewhat obvious, is to be able to select a set of
controls that will provide the maximum risk reduction given a specified budget for implementing
controls. The second, which we will not be discussing here, is to be able to enforce other
constraints, ranging from dependencies between constraints to discrete time periods when
controls should be implemented, to political considerations and constraints.
Figure 28 was actually generated by a non-linear, integer optimization where ‘must’s were
specified for the two controls with the highest stand-alone-risk reductions and the budget
specified as the sum of the costs for these controls. This effectively, forced the optimization to
choose the two controls with the highest stand-alone-risk reductions. If we now remove the two
‘must’ constraints and keep the same budget limit, we obtain an optimum selection from the full
set of controls. This is shown in Figure 29, where we can see a significantly greater risk
reduction ($540 million vs. $311 million) for slightly less cost ($59,700 vs. $60,000).

Figure 29 – Optimum Set of Controls with $60K budget Limit
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7.3.12.3 Efficient Frontier
We can solve the optimization problem for budget limits and create an “efficient frontier” such
as shown in Figure 31. Each point represents an optimum combination of controls that reduce the
risk (shown on the y axis) for a specific cost of controls (on the x axis). For example, the first
point on the efficient frontier shown in Figure 30 corresponds to a portfolio of controls, shown in
the yellow list in Figure 31 that cost $3,700 and which reduces the risk to $135.97 million from
the original $580 million risk without any controls.

Figure 30 – Efficient Frontier of Optimal Portfolios of Controls

Figure 31 – Each Point Corresponds to a Portfolio of Controls
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7.3.12.4 Risk Tolerance – Loss Exceedance Curve
The risks, or expected losses, that we have computed for each event are based on the sources for
each event as well as the consequences for each event on the objectives of the organization.
When we consider the combined or total risk to a system of all (or a subset) of the events, we
need to use Monte Carlo simulation to ascertain the probability distribution, because the
combination of the risks is non-linear45.
The results of a Monte Carlo simulation for the risk events for Monitoring the London
Underground are shown in Figure 32, in what we will call a Loss Exceedance Curve.
The average loss from the simulations is $382 million. The frequency chart in the top right-hand

Figure 32 – Loss Exceedance Curve Without Controls

corner of Figure 32 shows the number of trials in the simulation that resulted in a given monetary
loss. We can see that there was no loss almost 50% of the time. The cumulative frequency chart,
showing the percentage of time that there was a loss at least as much as a given amount, is shown
at the bottom right of Figure 32. The complement of the cumulative frequency chart, which we
will call the loss exceedance curve, shows the percentage of time that a loss of at least a given
amount occurred.
In addition to the average loss statistic, two other summary statistics of this curve are shown by a
dotted vertical line and a solid green line. The dotted line is at the intersection of the curve and a
5% probability, meaning that there is only a 5% probability that the loss will exceed a given
45

The non-linearity occurs for two reasons. First, an event may have several sources. If one of
the sources occurs, and the event occurs due to that source, the occurrence of another source of
the event is irrelevant because the event has already occurred. Thus, we cannot simply add the
likelihoods of the sources multiplied by the likelihoods of the event given the sources. Secondly,
losses to an objective can occur due to several events. If there are several events that cause a loss
to a given objective, we cannot just add them since the total cannot exceed 100%.
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amount, here, $1.18 billion. The solid green line has been located at a loss of $1 billion on the xaxis and the intersection with the curve occurs at a probability of 13.2% meaning that there is a
13.2% probability of the loss exceeding $1 billion. These two summaries are useful for
management consideration as to whether they ‘tolerate’ losses of these amounts with the given
probabilities. If management feels that they cannot tolerate the risks represented by the curve
itself or the summary statistics, they can invest in controls to reduce the risks.
Suppose, for example, that management decides to implement the 12 controls that comprise an
optimum portfolio of controls for an investment of $59,700. The loss exceedance curve will
move down, as shown in Figure 33, where amount corresponding to a 5% probability of loss
exceeding that amount has been reduced from $1.18 billion to $291.7 million and the probability
of exceeding a loss of more than $1 billion has been reduced from 13.2% to almost zero. If
management feels that that these risks are still not tolerable, they can ask for an even more
expensive optimum portfolio of controls to reduce the risks even further.

Figure 33 – Loss Exceedance Curve with 12 Controls

7.4 Risks We Face Example with Monte Carlo Simulations
The computed risk measures we have seen so far are accurate when there aren’t multiple sources
of risks or when sources are mutually exclusive; and when there are no objectives that have
consequences from more than one event. However, if there are sources that are not mutually
exclusive and/or there are one or more objectives that have consequences from more than one
event, then computed risk measures can be inflated. To adjust for either of these, Monte Carlo
simulations can be performed such that: On any one trial, if an event occurs due to one cause, it
is not permitted to occur again from other causes; and the consequence of an event on any
objective, reduces the value of that objective by an amount proportional to the consequence of
the event on that objective times the remaining value of that objective.
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The results of Monte Carlo simulations for the London Underground Monitoring example above,
and for which the total risk in dollars was $580.75M (see Figure 15 above) are shown in Figure
34 below. The simulated event likelihoods and impacts are in most cases less than the computed
values and the total simulated risk is $380.42M instead of $580.75M.

Figure 34 - Simulated Risks

In practice, we would always use simulated values rather than computed as were shown in most
of the above for the purpose of simplification and understanding.
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7.5 What Makes Risk Analysis So Complex? Can’t we use a spreadsheet?
Risk analysis is hard to do right because of the relationships between Sources, Events, Objectives
and Controls. As illustrated in Figure 35 these are several many-to-many relationships. For
example, a risk event can be caused by many sources and a source can cause many events.
Altogether, in our data table diagram, we have no less than 11 tables and 12 joins! Not very
amenable to structuring with a spreadsheet!

Figure 35 – What Makes Risk Analysis So Complex

7.6 Why is Managing Risk So Challenging?
In addition to the complexity of the many to many relationships discussed above, risk
management requires a synthesis of data and judgments from many sources, individuals and
groups. The synthesis must include ratio scale measures of likelihoods, impacts, importance,
risks and control effectiveness for scientifically valid methods, such as optimization for selecting
controls, to be applied. We now turn our attention to a variety of measurement methods that can
produce such ratio scale measures – not only for objective factors, but for qualitative/subjective
factors such as the importance of environmental impacts, customer and employee satisfaction,
branding and reputation. Most of these measurement methods will be applicable to both “RisksWe-Face” as well as “Risks-We-Take”.

7.7 Measurement, Methods
Measurement of risk requires measuring/estimating the likelihood and impact of events, each of
which have components that can be organized into hierarchical clusters. The likelihood of an
event is sum product of the likelihood of its threats and the likelihood of the event given its
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threats, as illustrated nicely in a bow-tie diagram. Similarly, the impact of an event is the sum
product of its consequences on the objectives to which loss will occur and the priority or
importance of the objectives. We next discuss where these four measures come from, what
property they must possess for the results to be mathematically meaningful such that rational
decisions can be made about how best to reduce risks, and specific measurement techniques that
are available to produce these measures.

7.7.1

Sources for Measures of Likelihoods and Impacts

Human judgment is an important part of the measurement process. There is obviously no data
about events which have never occurred before. However, human judgment such as from subject
matter experts, can serve as the measuring instrument. Human judgment is also required to assess
the importance of objectives as well as to translate data into priorities, such as for non-linear
relationships or consequences to qualitative objectives. The form or ‘meaning’ of the measures,
whether from data or from judgment is of upmost importance, as we will discuss next.

7.7.2

Levels of Measurement

Care must be taken when doing computations with measures used in risk analysis. There are
various schemes for defining such meanings.
Up until 1946, the primary scheme for the classification of levels of measurement consisted of
nominal (name), ordinal (position) and cardinal (how many). In 1946, SS Stevens46 developed
what is today the most widely used measurement typology consisting of 4 levels – nominal,
ordinal, interval, and ratio (see Figure 36 – Stevens’ Levels of Measurement).

46

S.S. Stevens, "On the Theory of Scales of Measurement", Science, (103, 1946), pp. 677-680.
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Figure 36 – Stevens’ Levels of Measurement
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Care must be taken as to the level of measurement (or meaning of measures) when we do
arithmetic operations, such as multiplying likelihood by impact to derive risk. As illustrated in
Figure 37 – Allowable Mathematical Operations for Levels of Measurement – when multiplying
measures for the likelihood and impact of an event the result is scientifically/mathematically
valid only if the measures possess the ratio scale property. Figure 37, from Wikipedia’s page for
Levels of Measurement47 contains the allowable mathematical operators for measurements in
what are describe as incremental progress, meaning that each level has the properties of all lower
levels plus an additional property. Ordinal measures can be compared, but they cannot be added
or subtracted from one another. Interval numbers can also be compared to one another, and in
addition, can be added and subtracted from one another, but cannot be multiplied or divided by
one another as can ratio level numbers.

Figure 37 – Allowable Mathematical Operations for Levels of Measurement

The importance of levels of measurement is often not apparent in science and engineering
because measures, such as meters, pounds, seconds, volts, ohms in these disciplines are ratio
level measures and, as such, are amenable to comparison, addition, subtraction, multiplication,
and division. However, in the social sciences, this is not the case since ordinal measures, such as
estimating a measure by, for example, selecting a number on the scale of 1 to 5, is often the
highest level that can be obtained. Because statistical methods are often applied in the social
sciences as well as in engineering and hard sciences, level of measurement becomes an issue as
can be seen from the last column of Figure 37.

47

https://en.wikipedia.org/wiki/Level_of_measurement
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In the case of assessing the risk of events, level of measurement is very much an issue since ratio
scale data is often not available and ordinal scales48 are naively used to estimate likelihoods and
impacts, such as the one in Figure 38 with results that are mathematically meaningless!

Figure 38 – Typical Ordinal Scale

In the 1990 edition of Retirement Places Rated, author David Savageau ranked 151 retirement
places on each of seven criteria and then added the ranks to determine an overall ranking. Using
this methodology, Las Vegas Nevada came in 105th. In the next (1994) edition of Retirement
Places Rated, Savageau improved his methodology by 'scoring' (instead of ranking) 183 cities on
the seven criteria and then averaging the scores to determine an overall score. This time, Las Vegas
was first!

48

When using such scales, ask yourself, is the difference in meaning between any two words on
the scale that have the same numerical difference the same? Is the difference in in meaning
between catastrophic and severe the same as the difference between very little and none? If not,
the scale is not even of interval measure. Ask yourself is the proportionate meaning of any two
points on the scale the same as the proportion to their measure? For example, is a severe
likelihood or impact approximately twice that of very little impact? If the answer is no, then the
measures are not ratio scale and cannot be multiplied.
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Unfortunately, it is common practice to employ ordinal measures for risk analysis resulting in
risk or heat maps that are mathematically meaningless (See Figure 39). So, what’s so wrong with
using ordinal measures for computing risk aside from the fact that the results are mathematically
meaningless? Poor resolution is obvious. But not so obvious is the fact that in so doing, a risk
event with a quantitatively smaller risk can wind up in a region signifying higher risk (For
details, see Cox – “What’s Wrong with Risk Matrices” 49. And more alarmingly, as shown by
Cox, is the fact that the risks based on ordinal measures can be worse than useless – leading to
worse than random decisions! Finally, it is not possible to determine optimal allocation of
resources to reduce risks (as we will discuss below) unless ratio scale risk measures are derived.

Common Practice Risk Map

Figure 39 – Mathematically Meaningless Risk Map

Louis Anthony (Tony) Cox, “What’s Wrong with Risk Matrices?”, Risk Analysis · Volume
28, Issue 2, April 2008 Pages 497–512.
49
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7.7.3

Ratio Scale Measurement Methods

In order to achieve what we have seen in both a comprehensive and meaningful way, we need
ratio scale measures of the likelihood of sources, likelihoods of events given sources, priorities of
our objectives, consequences of risk events on objectives, and effectiveness of controls in
reducing likelihoods and mitigating consequences.
Figure 40 lists 8 different measurement methods in our proposed framework, each of which
produce ratio scale measures. Some of these methods are applied to human judgments, some to
data, and some to a combination as we will describe in detail below.

Figure 40 – Measurement Methods
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7.7.3.1 Pairwise Relative Verbal Comparisons
Pairwise relative comparisons are at the heart of The Analytic Hierarchy Process (AHP)50, which
was developed by Thomas Saaty 51 and is today one of the most widely used, if not the most
widely used decision methodology in the world. (A 2008 Management Science paper reviewing
15 years of progress in all areas of multicriteria decision making showed that AHP publications
have far outnumbered those in any other area, characterizing their growth as "enormous.”52)
Pairwise comparisons were first introduced as a scientific approach for measurement by L.L.
Thurston in 1927 when he demonstrated that the method can be used to order items along a
dimension such as preference or importance53 Saaty, in developing the Analytic Hierarchy
Process, took pairwise comparisons to a new level by showing that the principle right hand
eigenvector of a matrix of the pairwise comparisons of all54 elements produced good ratio scale
measures of the elements even when the individual pairwise comparisons were ordinal measures,
such as the words in the fundamental verbal scale of AHP:
Equal
Between equal and Moderate
Moderate
Between Moderate and Strong
Strong
Between Strong and Very Strong
Very Strong
Between Very Strong and Extreme
Extreme
By assigning numbers 1,2, 3… 9 to these verbal judgments and computing the normalized values
from the principle right hand eigenvector, the resulting measures were, under suitable conditions,
accurate ratio scale measures even though the judgments themselves were ordinal.
A pairwise comparison expresses how much more likely or important one element of a pair is
than the other. For example, the judgment in Figure 41 indicates that the evaluator feels that
Harm to Assets is equally to moderately more important than Harm to Operations. Although only
n-1 judgments are needed to derive priorities for n elements, judgments are made for all n * (n-1)
possible pairs in order to compute more accurate priorities from the normalized principle right
hand eigenvector of the matrix of judgments. When there is enough redundancy of judgments
and variety of elements being evaluated, accurate ratio scale priorities can be derived even when
ordinal ‘verbal’ judgments are input.
The three basic functions of AHP – structuring, measuring, and synthesis, as well as the math
behind AHP are discussed in Forman, Ernest H., with Selly, Mary Ann, Decision by Objectives –
How to Convince Others that You are Right, (2001) World Scientific Press.
51
Saaty, T.L., The Analytic Hierarchy Process, New York, N.Y., McGraw Hill, 1980, reprinted by
RWS Publications, Pittsburgh, 1996, p. 195.
50

52

Wallenius, Jyrki; James S. Dyer, Peter C. Fishburn, Ralph E. Steuer, Stanley Zionts, Kalyanmoy Deb
(July, 2008). "Multiple Criteria Decision Making, Multiattribute Utility Theory: Recent Accomplishments
and What Lies Ahead". Management Science 54 (7): 1339-1340.
53
54

https://en.wikipedia.org/wiki/Pairwise_comparison
There are n*(n-1) judgments for a set of n elements being compared.
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Figure 41 – Pairwise Verbal Comparison

The normalized values of the principle right hand eigenvector of the judgment in Figure 41 along
with judgments for all other pairs are shown in Figure 42, where we can see that the priority of
“harm to assets” is about 1.45 times more important than “harm to operations”, even though the
verbal judgment of ‘equal to moderate’ is processed as a 2!

Figure 42 – Derived priorities for importance of objectives

The ‘magic’ of being able to produce ratio measures from ordinal judgments is due to the
eigenvector computation and described in more detail below. The significance of being able to
do this is substantial – ratio scale measures can be derived from human judgment made with
‘fuzzy’ words. Although pairwise verbal comparisons are especially well-suited for subjective,
qualitative judgments, there are many cases where they are useful even when quantitative data is
available, as will be discussed below.
7.7.3.1.1 Accuracy of Derived Priorities
The accuracy of the priorities computed from pairwise relative comparisons using the
eigenvector computation have been validated over the years in numerous studies. First, it has
been shown that for a pairwise comparison matrix A = (aij) that is consistent (sometimes called
super-transitivity), where aij = a ik x a kj , then the ratio-scale components of the right-eigenvector
give the true, actual priorities (weights) of the items being compared (Mirkin 1979 – Mirkin, B.
G. 1979. Group Choice, John Wiley & Sons, NY). If perfect consistency does not hold, and in
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general it does not,55 error analysis shows that the eigenvector still produces a set of priorities
that are good approximations of the true (unknown in most cases) values. This happens because,
as Saaty (1980 –- Saaty, T. L. 1980. The Analytic Hierarchy Process, McGraw-Hill Book Co.,
N.Y.) has shown mathematically, the eigenvector calculation has an averaging effect – it
corresponds to finding the dominance of each alternative along all walks of length k, as k goes to
infinity. Because of this, and provided there is adequate variety and redundancy, the impact of
errors in judgments, such as those introduced by using an ordinal verbal scale, can be greatly
reduced. Empirical research and numerous validation studies involving brightness of light,
distance, and areas of geometric shapes have shown that it is also true for judgments from the
fundamental verbal scale (ordinal measures), provided there is adequate variety in the elements
being compared and adequate redundancy in the judgments (that is, n*(n-1) sufficiently larger
than n-1. An illustration of the accuracy is provided next in an “Area Validation Exercise”
7.7.3.1.2 Area Validation Exercise
This exercise will illustrate how pairwise comparisons using words (ordinal) can be used to
derive accurate ratio scale priorities. In practice, we will use pairwise verbal judgments for
factors that are qualitative and subjective, such as the relative importance of the top-level
objectives in our objectives hierarchy in Figure 4. However, by definition, the results are
subjective and can’t be used to validate this method. Instead, we will illustrate via an analogy.
Consider the areas of the five geometric shapes in Figure 43 and assume that the area within
Circle A represents “Loss of Customers”, Triangle B represents “Temporary Line Closure”,
Square C represents “Loss of Reliability”, etc. The risks of all events are directly proportional to
the importance of these objectives, but there are no objective priorities for these objectives. The
priorities must be determined by those who have the knowledge and responsibility (governance)
to do so. We have measured the areas of each of these five shapes and then asked many people
for their judgments about the relative sizes using the fundamental verbal scale of AHP which is
ordinal in nature. Are the resulting priorities close to the actual ratio scale priorities of the
relative sizes of these shapes?
Before looking at the actual priorities in Figure 46 below, you might want to see how good your
sense of proportion is by (a) estimating how many times larger Circle A is than Triangle B, and
(b) by estimating the relative percentages of each of the five shapes – i.e. if you were to allocate
a budget in proportion to the areas, what percentage would each of the shapes receive? When
groups of people have been asked these questions, the range of estimates for the relative sizes of
Circle A and Triangle B has ranged from 4 to 15! This is remarkable for an estimation situation
where the items being estimated are objective and clearly visible. Think about what the variances
in estimates would when asked about the relative importance of “Loss of Customers” and
“Temporary Line Closure” – something that individuals would have some opinion about, but
which is clearly subjective.

See (see Inconsistency – measurement and significance in Appendix I – The Analytic
Hierarchy Process)
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Figure 44 contains the verbal judgments of two respondents. Figure 45 contains the computed
priorities from these judgments and Figure 46 shows the actual (measured) relative sizes of the
five shapes.
Observations:
The computed priorities for both respondents are very close to one another as well as to the
actual priorities (based on measurements of the shapes). This, in spite of the fact that there are
some considerable differences in the judgments of the two respondents, such as the judgment
about the Triangle vs. Rectangle pair.
Observe that the results are excellent for each of the respondents, individually. In practice, we
combine individual judgments to produce even more accurate results. See the Section 10.3.3 –
Combining Judgments – Group Results, below.
Finally, keep in mind that the reason we use a verbal scale in this exercise is that we are
validating the use of such a scale for situations where we need estimates of the relative
importance of objectives for which there cannot be any data, or the relative likelihoods of events
that may never have occurred before and for which there is no data. If our objective were to
estimate the relative sizes of the shapes, we would be more accurate to use a pairwise
numerical/graphical scale as discussed next.

Figure 43 – Area Validation Exercise
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Figure 44 – Two Respondents’ Pairwise Judgments
Table 1 – Some Differences in Respondent Judgments

Pair
Circle A vs. Triangle B
Triangle B vs. Square C
…
Triangle B vs Rectangle E

Respondent 1
Strong to Very Strong (6)
Moderate to Strong (4)
…
Moderate (3)

Respondent 2
Very Strong (7)
Moderate (3)
…
Equal to Moderate (2)

Figure 45 – Derived Priorities for Two Respondents

Figure 46 – Actual Priorities Using a Ruler and Geometry
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7.7.3.2 Pairwise Relative Graphical/Numerical Comparisons
If we really wanted to estimate the relative sizes of the geometric shapes above rather than
estimating them to validate using pairwise verbal judgments for qualitative or subjective
objectives or likelihoods, the pairwise relative graphical/numerical comparisons would be more
appropriate and the results even more accurate. Figure 47 contains such pairwise
graphical/numerical judgments and the resulting priorities shown in Figure 48 are very close to
the actual priorities shown in Figure 46. If each pairwise numerical judgment were exact, the
results would be exact, and the inconsistency would be 0. In fact, only n-1 or 4 judgments are
required to derive perfectly accurate priorities if each of the judgments were perfect. The reason
we make more than n-1 judgments (up to n*(n-1) when there are n elements being prioritized) is
that the ‘extra’ or redundant judgments compensate for the errors in judgments in a similar
fashion to estimating the mean of a population with the average of a sample in statistics.
In practice, the results with pairwise verbal judgments are often as good or even better than
pairwise graphical/numerical judgments so it isn’t necessary to use pairwise graphical/numerical
judgments when prioritizing elements that are objective.
7.7.3.2.1 Lack of Variety or Redundancy Precludes Using Pairwise Verbal
Judgments
Pairwise graphical/numerical judgments are preferred to pairwise verbal judgments when there
is either not enough redundancy in the judgments or variety in the elements being compared.
There is no redundancy when n = 2, in which case using a pairwise verbal judgment is
problematic because, for example, a judgment of ‘moderate’ would result in priorities of .75 for
one element and .25 for the other – which is not what most people would have in mind for the
word ‘moderate’. This does not happen when n is 4 or 5 or more and there is a variety of
elements being prepared. Pairwise verbal judgments are also problematic when there is not
enough variety in the elements being compared. For example, even if n were large, if all
elements were equal with just one ‘moderately’ more important, preferred, or likelihood than the
others, the resulting priorities would be that the one that was moderately more than the others
would have 3 times the priority – which again is not what most people would have in mind for
the word ‘moderate’. When making pairwise graphical/numerical judgments the respondent can
either drag the bars so that the proportion of the length of one side to the other corresponds to
what they have in mind (more appropriate for qualitative factors), or enter a numerical ratio
(more appropriate for quantitative factors) as can be seen in Figure 47.
7.7.3.2.2 Iteration
Regardless of the method used, the participant making the judgments should agree that the
resulting priorities reflect their feelings if the evaluation is subjective, or reality if not subjective.
One indication that iteration may be required is if the inconsistency56 measure of the judgments
is larger than 10% or so (although there are situations where larger inconsistency measures are
reasonable – such as when the structuring of the hierarchy contains elements that are more than
an order of magnitude apart from one another). Iteration may suggest using a different
measurement method (for example, pairwise graphical/numerical if there is not enough variety)

See Section Inconsistency – measurement and significance in Appendix I – The Analytic
Hierarchy Process.
56
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or examining judgments that might have been made erroneously because of a lack of
concentration or clerical error.

Figure 47 – Pairwise Numerical/Graphical Judgments

70 graphical/numerical judgments
Figure 48 – Priorities derived from

7.7.3.3 Pairwise with Given Likelihood
Priorities derived with pairwise comparisons for likelihoods, vulnerabilities, and impacts are not
absolute; they are relative, or proportional. If, however, you have a known likelihood or impact,
you can use a method called “pairwise with known likelihood or impact”. The unknowns are
compared to the known as well as the other unknowns, anchoring the derived likelihoods or
impacts to a known, quantitative measure. For example, Figure 49 shows judgments for the
likelihoods of threats in a NIST cyber risk model and resultant likelihoods given that an
accidental threat is 80% likely to occur. The Pairwise with Given Likelihood method is thus a
combination of judgment and data.

Figure 49 – Pairwise with Given Likelihood
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7.7.3.4 Pairwise of Probabilities
The pairwise of probabilities method, appropriate when there is no data, derives the likelihood
for a threat or event by first deriving the relative probabilities of a range of likelihoods for the
event and then computing the expected value as shown in Figure 50 where the judgments are at
the top and the results at the bottom of the figure. In this example, the estimate for the likelihood
for a threat from an individual adversarial outsider is 38.59%. Either pairwise verbal or
graphical/numerical judgments can be used.

Figure 50 – Judgments and Expected Likelihood derived with Pairwise of Probabilities
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7.7.3.5 Rating Scale
Rating scales are useful for subjective judgments (no data) when there are a large number of
elements and it would be too time consuming to make pairwise comparisons. Unlike the typical
ordinal semi-quantitative scales using values such as 1,2,3,4 and 5 – where the intervals and
ratios are not meaningful (e.g. 5 is not 5 times a 1) – the rating scale priorities must be ratio scale
measures in order for their use in risk computations to be mathematically meaningful as
discussed above. Otherwise, the results lack scientific credibility. Fortunately, ratio scale
measures for rating scale intensities (the words used in the scale such as very high, high,
medium, low) can be derived from pairwise comparisons as shown in Figure 51, with the
pairwise comparisons on the left and the resulting ratio scale priorities on the right. The
application of the rating scale derived in Figure 51 is shown in Figure 52.

Figure 51 – Deriving Ratio Scale Measures for Rating Scale Intensities
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Figure 52 – Application of Derived Rating Scale

In general, a unique rating scale can be derived for each measurement. For example, the scale for
measuring the importance of financial objectives need not be the same as the scale for measuring
the importance of environmental impact objectives. Different scales can have different verbal
intensities, such as very high, high, medium, low for one scale and outstanding, excellent, very
good, fair and poor for another. Even if different scales had the same verbal intensities, the ratio
scale priorities for the intensities can, in general, be different for the different scales. For
example, the ratio of High to Moderate might be different when measuring the consequences of
one type of event than when measuring the consequences of another type of event. In practice, a
derived rating scale is often applied to more than one measurement type.
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7.7.3.6 Direct
The next three methods are appropriate when data is available. The data can come from historical
observations, scientific instruments, or other risk analysis tools such as Monte Carlo Simulation.
If the data is in the form of ratios on a 0 to 1 scale, and there is no non-linear relationship
between the data and likelihoods or consequence, the data can be entered directly, as shown in
Figure 53.

Figure 53 – Direct for Historical Data and Measures from Other Tools
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7.7.3.7

Utility Curve

When data is available but not necessarily on a zero to one scale, a utility curve can be used to
translate data to priorities. The utility curve can be linear or non-linear, increasing or decreasing,
concave or convex. The y axis of the utility curve varies from 0 to 1, while the x axis spans the
range of possible data points – not necessarily the lowest and highest value in the data at hand.
Ideally, the lowest x value would be such that, for an increasing utility curve, there is no utility
less than this lowest value and the highest value should be such that, for an increasing utility
curve, the utility is 1 for any value greater than this highest value. An example of a concave
increasing utility curve for loss of U.S. Citizen Jobs is show in Figure 54.

Figure 54 – Utility Curve for Loss of Jobs

While utility curves are common, a challenge to consider that may make a step function (see next
section) a more preferred measurement type when data is available is this: how does one
determine the shape of the utility curve? Techniques such as fictitious lotteries have been used
but are difficult for people to understand. How does one know if points on the utility curve
reflect ratio scale measures of the evaluator’s judgment about the likelihood or consequence of
an event?

77

7.7.3.8 Step Function
A step function incorporates some of the properties of rating scales and utility curves. In addition
to rating intensities, the step function has corresponding data values for which a piecewise linear
function of priorities is constructed. The priorities are derived using pairwise comparisons of the
relative ‘utility' (likelihood or consequence) of these data values. Because of the nature of
priorities derived as the principle right hand eigenvector of the matrix of pairwise comparisons
(described above) these priorities will have ratio scale measures. Furthermore, the ‘shape’ of the
piecewise linear function is determined by the pairwise comparisons rather than arbitrarily
specified for utility curves.
Consider a step function (below), derived by making pairwise comparisons of the relative
performance of students with different letter grades, that a professor might use for the
performance of students in a graduate class that translates their average exam scores into ratio
scale priorities. Most professors consider a C grade in a graduate course as a polite failure. If
asked how much better an A grade is than a C grade, they would more likely say about 100
times, rather than twice as good, as is indicated by the registrar’s calculation of the grade point
average. Even though it is employed in almost all graduate level programs in the United States,
as well as elsewhere around the world, the grade point average is mathematically meaningless. A
student with all B grades would have the same grade point average as a student with half A
grades and half C grades. Does it make sense to conclude that a student who has done 'Good'
work in all of his/her courses is equivalent to one with a polite failure in half of his/her
courses? Of course not. Perhaps that is why many schools try to compensate for this
mathematically meaningful measure by instituting rules that a graduate student cannot graduate
with more than a certain number of grades of C or below.

Letter Grade
A+
A (Excellent)
AB+
B (Good)
BC+
C (Polite Failure)
CF

Average Exam Score
97
95
87
85
80
75
72
70
65
60
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Priority/Value
1
.90
.87
.83
.80
.70
.10
.01
.005
0

Figure 55 – Step Function for Student Exam Scores

8 Risks-We-Take – Illustrations and Examples
We next illustrate risks-we-take (Risks Informed Decision Making) with the tool Expert Choice
Comparion. As discussed previously, ‘Risks-We-Take’ is a process for deciding which alternative
or combination/portfolio of alternatives (resource allocation) best meets an organization’s
objectives. A ‘choice’ decision involves selecting one alternative from a small number of
alternatives where resource requirements, such as cost, are treated as objectives – alternatives
that cost less are judged to be more preferable with respect to cost. ‘Musts’ can be imposed so
that alternatives that don’t meet any must, such as costing less than a prescribed amount, is
eliminated from consideration. A ‘resource allocation’ decision involves selecting a combination
of alternatives, often called a portfolio, subject to constraints such as cost and other resource
constraints as well as dependencies, balance and coverage, etc. The risk of alternatives being
considered is often one of the factors and can be addressed in a variety of ways as the following
example, developed by graduate students at The George Washington University57, will illustrate.
57

This example was developed as a project for a graduate course and does not reflect any official
policy/position of the U.S. Coast Guard
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8.1 Organization Background/Mission/Vision
The US Coast Guard’s Acquisition Directorate has responsibility for carrying out the service’s
recapitalization programs in support of Coast Guard missions. The acquisition portfolio consists
of ~$1 billion annually for acquisition programs to re-capitalize ships, planes, boats, and
command control systems. The Coast Guard's 11 statutory missions include Port, Waterways,
and Coastal Security, Drug Interdiction, Aids to Navigation, Search and Rescue, Living Marine
Resources, Marine Safety, Defense Readiness, Migrant Interdiction, Marine Environmental
Protection, Ice Operations, and Other Law Enforcement. The Coast Guard's core values are
honor, respect and devotion to duly.
Mission

Efficiently and effectively deliver the capabilities needed to execute the full range of Coast
Guard missions.
Vision

The Coast Guard will be a model of acquisition excellence in government.
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8.2 Alternatives
The alternatives/projects to be considered are show in Figure 56.

Figure 56 – Alternative Projects/Investments

8.2.1

Alternative Analysis

It is highly recommended that proposals for ‘large’ projects include alternative designs. In fact,
OMB 300 (see Figure 57) requires an ‘alternatives analysis’ of all capital assets. This analysis
provides justification for the design being proposed for inclusion in the portfolio of selected
project.
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Figure 57 – Alternatives Analysis –OMB Exhibit 300

An example of an alternative analysis for this example consists of an AHP choice model58 to
choose the best design for an Offshore Patrol Cutter. Three alternatives are considered, as shown
in Figure 58. An objectives hierarchy is shown in Figure 59. Pairwise comparisons were made by
the Chief Acquisition Officer, Deputy Commandant for Operations, Vice Commandant
(Component Acquisition Executive) and the Surface PM, with the resultant objective priorities
shown in Figure 60. Pairwise comparisons were made for the relative preference of the
alternatives with respect to the objectives and the resultant priorities shown in

, indicating that
alternative #1 – The traditional Hull alternative is the most preferred. (Performance sensitivity
plots showing the performance of the alternatives with respect to the top-level objectives as well
as the mission performance objectives are shown in Figure 61 and Figure 63.)

See Appendix 1 and Forman, Ernest H., with Gass, Saul I, “The Analytic Hierarchy Process –
An Exposition”, Operations Research, vol.49, no. 4, July-Aug 2001, pp. 469-486.for details on
the AHP choice process.
58
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Figure 58 – Alternatives for Offshore Patrol Cutter

Figure 59 – Objectives Hierarchy
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Figure 60 – Derived Objective Priorities

Figure 61 – Alternative Performance with respect to top level objectives
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Figure 62 – Derived Alternative Priorities
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Figure 63 – Alternative Performance with respect to
Performing Coast Guard Missions

8.2.2

Activity Levels

The above alternative analysis provides justification for the design being proposed for
consideration as part of the portfolio of projects. In some cases, however, multiple designs for a
given project are considered for selection (with the constraint that at most one of the multiple
designs is included in the portfolio) because the ‘best’ design for a project, as analyzed in an
alternative analysis such as the above, might not be the best design inclusion in an optimum
portfolio, which considers not only the benefit of one project, but the optimal benefits from a
combination of projects, considering available resources and other constraints.
In this example, we could have included all three designs in Figure 58 for inclusion in an optimal
portfolio. However, the decision makers were satisfied that the Traditional Hull design was the
best but wanted to consider three different quantities or ‘activity levels’ – 15, 25 or 30 of the
Traditional Hull Offshore Patrol Cutters, as can be seen in Figure 64. The preferences for these
three activity levels are evaluated just like any other alternatives, since, even in this case, where
the only differences in the activity levels is the number of Cutters, the benefits are not linear as
can be seen by the priorities in Figure 64.
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Figure 64 – Activity Levels for Project 9

8.3 Optimal Portfolio of Alternatives (Projects)
It is typical that, during the optimization process, decision makers consider different ‘scenarios’
with different assumptions – expressed by constraints. An optimal combination of projects is
such that the sum of the anticipated benefits of the projects (shown in the Benefit column in
Figure 65) is larger than any other possible combination of projects, while at the same time,
assuring that all constraints are satisfied.
The constraints include:
Sum of the costs (shown in the Funded Cost box) does not exceed the budget (shown in
the budget limit box) as can be seen in Figure 65, as well as:
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A ‘must’ for 15 cutters (one of the levels for project 9), and
A ‘must not’ constraint for project 4,
As well as constraints that are not visible in Figure 65:
Group Constraints: At most, one level within each activity level project can be funded
(projects 9 and 10)
Dependency constraints: Projects 5 and 6 depend on project 8; Projects 13 is mutually
exclusive of any level of Project 9

Figure 65 – Optimum Portfolio with $9B Budget

Given these constraints and the derived ratio scale measures of relative benefits of the projects,
an optimization algorithm has identified those projects shown in yellow as those that should be
funded so that the total benefit is maximized. By optimal, we mean that there is no other
combination of projects that will result in a higher total benefit than the one identified by the
integer programming optimizing process.
If there were enough resources to fund all of the projects (with the exception of not funding more
than one from each of the activity level groups) the total benefit of these projects, referred to as
the ‘base case maximum’, is 11.9613, and the total benefit from the projects that are funded is
8.1278, resulting in an ‘effectiveness’ ratio to the base case maximum of 67.95%, as can be seen
in the red box in Figure 66. (The units are immaterial since the ratio of the sum of the benefits to
the ‘base case maximum’ is the same regardless of the units or how the priorities were
normalized.) If the budget limit were increased, the total benefit and hence the effectiveness
would increase, but with diminishing returns as we will see with an efficient frontier plot below.
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The more we constrain the solution, the lower the effectiveness is. The less we constrain the
solution, the higher the effectiveness is. That is, if we were to add additional constraints, such as
specifying a must for a project that is not being funded, the % effectiveness would decrease.

Figure 66 – Percent Effectiveness

8.3.1

What-If

By removing the ‘must’ constraint for project 11 – the fifteen Offshore Patrol Cutters, the
effectiveness increases considerably, from 67.95% to 73.87%, as can be seen in Figure 67.
When management sees how much the effectiveness has decreased, they are in a better position
to decide whether requiring Offshore Patrol Cutters be funded as part of this portfolio is
warranted or not. This is a good example of how the resource allocation process is like a canvas
on which the artists – the management – paint a picture that best reflects reality and at the same
time optimizes the effectiveness of their resources. Management can also look at different
‘paintings’ by creating different sets of assumptions/constraints and comparing them to see
which they prefer.

89

Figure 67 – Removing a must constraint

8.4 Three Types of Risk in Portfolio Optimization
We can classify three types of risk associated with portfolio optimization, each of which can be
assessed with varying degrees of specificity:
• project risks: the risk that projects partially or completely fail
• portfolio risks: the risks that the portfolio composition, as a whole, does poorly or fails
to achieve strategic objectives, and
• operational risks: the risks that completed projects will pose to the achievement of
organizational objectives.

8.4.1

Project Failure Risks

Projects may, and often do, encounter deviations from plans. These project failure risks, can be
estimated at a holistic level for each project, or at a more detailed level by considering specific
risk events for each project.
8.4.1.1 Project Risk Estimation at Project Level
When optimizing a portfolio of projects, we want to maximize the anticipated benefits of
selected projects, subject to a variety of constraints. However, projects have different likelihoods
of failing. So, for each project, we want to be able to account for everything from the likelihood
of complete or partial project failure due to factors such as cost overruns, schedule delays or
scope deficiencies. We then use the likelihood estimates of each project failing to discount the
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anticipated benefits of each project used in the optimization. Or, for a glass half full perspective,
we can also say that we multiply the anticipated benefit of each project by the likelihood of the
project succeeding.59
Estimating the global likelihood of projects failing to realize their anticipated benefits can be
accomplished with an AHP model, the synthesized results of an example of which are shown in
Figure 68. (Instead of estimating the likelihoods that projects fail, the complement, or the
likelihoods that the projects succeed can be derived instead and used to discount projects’
anticipated benefits.)

8.4.1.2 Project Risk Estimation at Project Event Level
A more thorough analysis of the risks projects will face during their development can be
performed by drilling down to identify project risk events, such as labor strikes, delays in
supplies, and adverse weather for each of the projects and performing a ‘risks-we-face’ analysis
for each project.60

Figure 68 – Project Risk of Failure Likelihood Estimates

8.4.1.3 Using Risk as a Factor When Optimizing Expected Benefits
As an example, the expected benefit for each project shown in Figure 69 is the product of the
project’s benefit and its likelihood of delivering those benefits (which is the complement of the
likelihood of failing to deliver those benefits). The optimized portfolio for the risk discounted
benefits in this example is shown in Figure 70.

59

While we may refer to this as a type of risk, it is the likelihood component of risk, which when
multiplied by the projects’ anticipated benefits results in an expected loss.
60
This risk analysis of projects not succeeding can incorporate event causes or sources but not
event impacts because the results represent the likelihoods of the projects’ risks which are used
to discount the anticipated project benefits which have already been weighted by the importance
of the organizations objectives.
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Figure 69 – Discounting Benefits by Probability of Success
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Figure 70 – Portfolio Optimized on Expected Benefits

8.4.2

Portfolio Risks – Diversification, Balance and Coverage

The risk of the portfolio as a whole doing poorly or failing to achieve strategic objectives, which
we call portfolio risk is similar to risk in modern portfolio theory, or MPT61 where diversification
is a well-known control for risk. Many people are aware of modern portfolio theory’s message
that it is wise to diversify; however, they are not given adequate information to understand how
to and how much to diversify. Criticisms of diversification as preached in MPT consist of the
reliance on statistical variance (derived from past events) and ignoring the fact that only
downside performance due to risk factors should be included in a risk analysis62.

61

See Modern Portfolio Theory (MPT) https://en.wikipedia.org/wiki/Modern_portfolio_theory
One difficulty is that in MPT, risk is equated to variance and it is not clear why one would like
to minimize variance which treats abnormally high returns as being just as risky as abnormally
low returns. Justifications such as assuming symmetrical distributions where the high returns just
mirror the low returns, or that people are loss averse so that losses are more important than gains
may not be convincing. Additionally, the variance is represented by historical performance
which, for project portfolios may not be applicable and there is no guarantee that the future will
look like the past.
62
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However, the idea of diversification is compelling and diversification can be easily applied to a
portfolio of projects by defining 'strategic buckets' and adding constraints to achieve both a
balance and coverage to these strategic buckets. In this way, projects selected for the portfolio
are balanced and cover specified minimums and maximums for key STRATEGIC BUCKETS
such as geographic regions; maintenance, improvement, transformation; or divisions within an
organization.
8.4.2.1 Strategic Buckets
Strategic buckets are categorizations that group alternatives/projects into categories and can be
used to provide balance and coverage when determining an optimum portfolio of projects.
Some typical strategic buckets include:
Geography
North, South, East, West
Domestic, Foreign
North America, Asia, Europe, South America, ….
…
Market Segments
Industrial, Retail, Consumer
Risk
High, Medium, Low
Innovativeness
High, Medium, Low
New Products
Yes, No
Advanced Technologies
Yes, No
Cost Reductions
Yes, No
Improvements/Modifications
Yes, No

According to Chao and Kavadias63, a primary purpose of categorizing into strategic buckets is to
allow funding of projects that might be unattractive based only on their anticipated benefits:
63

Chao, Raul O., and Stylianos Kavadias. 2008. A theoretical framework for managing the new
product development portfolio: When and how to use strategic buckets. Management Science 54,
(5) (05): 907-921
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“The primary goal of strategic buckets is to create non-permeable partitions between R&D programs to
ensure access to resources for projects that are seemingly unattractive to commonly used project valuation
methods. Net present value (NPV) or real options analyses tend to disfavor advanced technology and newto-the-world projects due to the increased risk (high likelihood of failure) and the long-term payoffs
associated with these revolutionary projects.”

Strategic buckets are applicable to any resource allocation, not only for R&D programs and are
especially useful in providing diversification, balance, and coverage.
Program Type and Project Size are two strategic buckets for our example, as shown in Figure 71.

Figure 71 – Strategic Buckets

By looking at which projects are funded and unfunded by strategic bucket, we can ascertain if
the portfolio should be modified to provide better diversification, balance, and coverage.
Visualizations of each project’s benefits and costs (with risk as bubble size), those that are
funded, and those that are unfunded are shown by the project type strategic bucket in Figure 72
and by the project size strategic bucket in Figure 73. Counts of the number of total number of
projects and the number funded by strategic bucket are shown in Figure 74. After examining
these counts, management would like to provide a better balance to the portfolio by limiting the
number of C4ISR projects to at most 2, and to reduce the risk of doing 8 major projects by
funding no more than 5 major projects. These constraints, and the resultant optimum portfolio,
are shown in Figure 75. The effectiveness of optimum portfolio with these new constraints has
been reduced considerably, from 64% to 53%, but management feels that this tradeoff of less
expected benefit for less portfolio risk and better portfolio balance is justified.
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Figure 72 – Funded and Unfunded Projects by Program Type

Figure 73 – Funded and Unfunded Projects by Project Size
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Figure 74 – Project Funded Counts by Strategic Bucket

Figure 75 – Optimum Portfolio with Constraints for Better Balance and less Risk
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8.4.3

Operational Risks and Risk Appetite

Operational risks are the risks to the achievement of objectives the organization will face when
projects are completed. Risk appetite is an organization’s willingness to embrace (or desire to
avoid) operational risk. Operational risk can be addressed in several different ways (from least to
most detailed):
• As an expression of the relative importance of the risks to different objectives.
• as an expression for the appetite with respect to specific risk factors
• in the form of a risk appetite for specific alternatives (opportunities) under consideration.
To drill down to this level of detail, the preferences for each of the alternatives with
respect to each type of risk must be estimated – either from data or judgments.
Operational risks at an objective level are accounted for when deriving project anticipated
benefits as the product of their preferences with respect to multiple objectives and the importance
of the objectives. Some of the objectives can be known benefits, some can be known costs, some
can be uncertain benefits (opportunities), and some can be uncertain costs (risks). The relative
preferences of the projects with respect to the uncertain costs or risks are the operational risks.
Figure 76 shows a conceptual organization of objectives where one of the objective clusters
contains uncertain costs or risks.

Figure 76 – Conceptual Hierarchy of Objectives

As explained earlier, when we choose or ‘take’ an alternative project (or combination of
projects), we do so because the benefits and opportunities ‘outweigh’ the costs and risks. So not
only do we ‘take’ a project, we take the risks that come along with the project, such as risk to
revenue growth, risk to shareholder return, risk to corporate image, risk to employee
relationships.
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8.5 Risk Appetite – Objective Level Assessment
Risk Appetite is an expression of the relative importance of the risks to different objectives.
Judgments in the form of pairwise relative comparisons are shown in Figure 77 and the resulting
priorities are shown in Figure 78, where we see that, in this example, the appetite for risk is
about half as much as for benefits.

Figure 77 – Pairwise Comparisons of Objective Importance

Figure 78 – Derived Priorities for Objective Importance

8.6 Risk Appetite – Specific Risk Factor Assessment
A more detailed expression of ‘risk appetite’, and one that corresponds to the example given by
Kaplan64, is an expression for the appetite with respect to specific risk factors. Managers, using
available information as well as past experience can judge the relative importance of losses to
specific risk objectives such that if, for example, risk to the environment was not as important as
risk to corporate image, then they would have a greater appetite, or be more willing to ‘take’ an
alternative with a risk to the environment than one with comparable risk to corporate image. This
translates to saying that the appetite for alternatives with risks to the environment is greater than
the appetite for alternatives with risks to corporate image. As an example, judgments for the
appetite of different types of risk are shown in Figure 79, and the priorities for risk appetite
Kaplan, Robert and Mikes, Anette, “Risk Management – the Revealing Hand”, Journal of
Applied Corporate Finance, Volume 28 Number 1 pp 8-18.
64
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computed as the normalized right-hand eigenvector of the matrix of pairwise comparisons (as
explained in section 7.7 above, is show in Figure 80.

Figure 79 – Judgments for Appetite for Risk

Figure 80 – Derived Risk Appetite Priorities

8.7 Risk Appetite – Specific Alternative (Opportunity) Level Assessment
The third and most detailed level of expression of risk appetite is in the form of risk appetite for
specific alternatives (opportunities) under consideration. To drill down to this level of detail, the
preferences for each of the alternatives with respect to each type of risk must be estimated –
either from data or judgments. These preferences can be derived using pairwise comparisons,
rating scales or, when data is available, utility curves or step functions as previously described in
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Section 7.7 above. A Risk Appetite Scale used by Hydro One that Kaplan references is shown in
Figure 81.

Figure 81 – Hydro One Risk Appetite Scale

As we know by now, ordinal ratings of 1 to 5 cannot be used to derive proportional priorities and
so judgments can be used to derive ratio scale priorities for such a scale as shown in Figure 82,
with resulting priorities shown in Figure 83. A unique scale can be derived, if necessary for each
risk type as intensities suitable for one risk type might not be suitable for another risk type.

Figure 82 – Judgments for Preferences of Ratings Intensities
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Figure 83 – Priorities of Rating Intensities for Revenue Growth Risk

This rating scale is then applied to the alternatives (opportunities in this case) under
consideration as shown in Figure 84.

Figure 84 – Rating Alternative Appetites for Revenue Growth Risk

Figure 85 – Risk Appetite for 3 opportunities under consideration

The preferences of the alternatives under consideration with respect to risk are shown at the right
of Figure 85 where Opportunity A is most preferred with respect to risk and has a normalized
preference of 37.63%, Opportunity C at 33.91% is second most preferred, and Opportunity B at
28.4% is least preferred with respect to risk. These are computed as the sum product of the risk
appetite priority shown at the top of each risk factor in Figure 85 (which are the same as the risk
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factor appetites or priorities in Figure 80) multiplied by the preferences of the alternatives with
respect to each risk factor. We prefer to distinguish between ‘risk appetite’ and ‘risk preference’
by restricting the use of ‘risk appetite’ to refer to the appetite for specific types of risk (i.e.
objectives in the evaluation) and ‘risk preference’ to refer to the preferences for alternatives with
respect to specific risk objectives as well as overall risk preference.

9 Conclusion
Enterprise Risk Management involves two different, albeit related processes: ‘risks-we-face’ and
‘risks-we-take’. The process for ‘risks-we-face’, (where a risk is an uncertain event that results in
losses to our objectives) is typically the day to day responsibility of Chief Risk Officers and Risk
Compliance Officers, but also part of the set of responsibilities of Boards of Directors, Chief
Risk Officers, as well as anyone in an organization who has ‘worries’ about events that are
uncertain and would involve a loss if they occur.
The process for ‘risks-we-take’ should be ubiquitous throughout an organization, whenever nontrivial decisions are made. Most if not all decisions involve some risk that should be considered
in deciding on alternatives in the pursuit of achieving objectives. The benefits and opportunities
(uncertain benefits) of candidate alternatives are accompanied by costs and uncertain costs
(risks) so when we ‘take’ an alternative, we are taking the risks that come along with it.
Unfortunately, risks aren’t always considered when making decisions – when they are, they are
called risk informed decisions. We suggest that all significant decisions should be risk informed
decisions.
It is important to consider the risks of alternatives when making decisions, not only because the
alternative(s) we choose might not meet our objectives as anticipated, but because some of the
risks-we-take today become the risks-we-face tomorrow.
We have identified obstacles that prevent organizations from implementing comprehensive and
scientifically valid Enterprise Risk Management and we have provided ways to overcome these
obstacles. This begins with distinguishing risks-we-face, where we focus on events, from riskswe-take, where we focus on alternatives. Objectives are key and are common to both processes.
A second obstacle is the confusion that results from thinking about uncertain benefits as upside
risks rather than opportunities. Opportunities play a role in risks-we-take, but not in risks-weface. A third and common obstacle to risk and decision analysis is using non ratio scale
measurement methods; in particular, ordinal measures. When ordinal measures are involved in
multiplication as when analyzing risks or decision alternatives, the results are mathematically
meaningless and can mislead management into making decisions that can be worse than doing no
analysis at all. We have presented measurement methods successfully used for over 30 years
with the Analytic Hierarchy Process, and extensions of these methods to risk contexts, that can
be used with hard data along with judgment. We can think of judgment as data from a human
instrument, and for which there is no substitute since there is no data about the future, and risk
management is about the future. The framework we have presented is concise in its terminology
– consisting of just seven elements with synonyms from which an organization can choose to fit
their culture. Additionally, the framework is structured with hierarchical representations for risk
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sources and organizational objectives that are collaborative and transparent. Finally, the
structuring, measurement and synthesis in both the risks-we-face and risks-we-take process offer
management a mechanism for translating their knowledge and experience into optimal strategies
for reducing risks and making wise, rational decisions.
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10 Appendix I – The Analytic Hierarchy Process
10.1 Principles of the Analytic Hierarchy Process
AHP is based on three basic principles: decomposition, comparative judgments, and hierarchic
composition or synthesis of priorities. The decomposition principle is applied to structure a
complex problem into a hierarchy of clusters, sub-clusters, sub-sub clusters and so on. The
principle of comparative judgments is applied to construct pairwise comparisons of all
combinations of elements in a cluster with respect to the parent of the cluster. These pairwise
comparisons are used to derive 'local' priorities of the elements in a cluster with respect to their
parent. The principle of hierarchic composition or synthesis is applied to multiply the local
priorities of elements in a cluster by the 'global' priority of the parent element, producing global
priorities throughout the hierarchy and then adding the global priorities for the lowest level
elements (the alternatives).
AHP is a compensatory decision methodology because alternatives that are deemed inferior with
respect to one or more objectives can compensate by their superior anticipated performance with
respect to other objectives. Hogarth65 has categorized 'decision rules' for choice into two groups:
(1) strategies that confront the conflicts inherent in the choice situation; and
(2) strategies that avoid the conflicts.

Conflict-confronting strategies are compensatory. That is, they allow trade-offs of a low value
on one dimension against a high value on another. ... Conflict-avoiding strategies, on the other
hand, are non-compensatory. That is, they do not allow trade-offs.
According to Hogarth, the most straightforward, and in many ways most comprehensive strategy
(for choice), is the so-called linear compensatory model.
Under a set of not too restrictive assumptions, this (the linear compensatory model) is quite a good choice
model from a normative viewpoint. … At a descriptive level, the linear model has been shown to be
remarkably accurate in predicting individual judgments in both laboratory and applied settings. 66

Before AHP and its readily available computer implementations became available, the linear
model as a choice process had been inadequate because, as Hogarth pointed out, it implies a
process of explicit calculations and the trading off of dimensions, which, when there are many
alternatives and dimensions, is not feasible for unaided judgment. The combination of AHP and
readily available computer technology makes the use of a linear compensatory model67 practical.

10.2 Axioms of the Analytic Hierarchy Process
Originally AHP was based on three relatively simple axioms. The first axiom, the reciprocal
axiom, requires that, if PC(EA,EB) is a paired comparison of elements A and B with respect to their
parent, element C, representing how many times more the element A possesses a property than

65

Robin Hogarth Judgment and Choice, John Wiley & Sons, New York, 1987, p. 72.
Ibid., p74.
67
The AHP is actually more elaborate than a simple linear model because the multiplication of
priorities from one level to the next results in what mathematicians refer to as a multi-linear
model.
66
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does element B, then PC(EB,EA) = 1/ PC(EA,EB). For example, if A is 5 times larger than B, then B is
one fifth as large as A.
Homogeneity, the second axiom, states that complexity should be structured in a hierarchy of
homogenous clusters. The elements to be compared within each cluster should be relatively
homogenous, otherwise there would tend to be larger errors in judgment. When constructing a
hierarchy of objectives, one should attempt to arrange elements in clusters so that with each cluster,
they do not differ by more than an order of magnitude. (The AHP verbal scale ranges from 1 to 9,
or about an order of magnitude. The numerical and graphical modes of AHP software
implementations permit more than one order of magnitude, allowing a relaxation of this axiom,
with the understanding that judgments beyond an order of magnitude generally result in a decrease
in accuracy and increase in inconsistency68.)
The third axiom, hierarchic composition, states that judgments about, or the priorities of, the
elements in a hierarchy do not depend on lower level elements. This axiom is required for the
principle of hierarchic composition to apply.
While the first two axioms are always consonant with real world applications, the hierarchic
composition axiom requires careful examination, as it is not uncommon for it to be violated. While
the preference for alternatives is almost always dependent on higher level elements, the objectives,
the importance of the objectives might or might not be dependent on lower level elements, the
alternatives. For example, in choosing a laptop computer, the relative importance of speed vs.
weight might depend on the specific alternatives being considered—if the alternatives were about
the same weight but differed greatly in speed, then speed might be considered to be more
important. If this is the case, we say there is ‘feedback’ from the alternatives to the objectives.
There are two basic ways to proceed in those situations where this axiom does not apply, that is,
when there is feedback. The first involves a formal application of feedback and a supermatrix
calculation for synthesis rather than hierarchic composition. This approach is called the Analytic
Network Process. For simple feedback (between adjacent levels only), this is equivalent to deriving
priorities for the objectives with respect to each alternative, in addition to deriving priorities for
the alternatives with respect to each objective. The resulting priorities are processed in a
supermatrix, which is equivalent to the convergence of iterative hierarchical compositions. While
this approach is extremely powerful and flexible (feedback within levels and between nonadjacent
levels can also be accommodated), a simpler approach that usually works well is to make
judgments for lower levels of the hierarchy first (or to reconsider judgments at the upper levels
after making judgments at the lower level). In so doing, the brain performs the feedback function
by considering what was learned at lower levels of the hierarchy when making judgments for upper
levels. Thus, an important rule of thumb is to make judgments in a hierarchy from the bottom up,
unless one is sure that there is no feedback, or one already has a good understanding of the
alternatives and their tradeoffs. Even if this is not done, adherence to AHP’s fourth axiom (below)
as well as the process notion of AHP, can usually lead to appropriate judgments, since an
examination of the priorities after a first iteration of the model will highlight those areas where
judgments should be revised based on what has been learned.
A fourth axiom, introduced later by Saaty, says that individuals who have reasons for their beliefs
should make sure that their ideas are adequately represented for the outcome to match these
See Section Inconsistency – measurement and significance in Appendix I – The Analytic
Hierarchy Process.
68
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expectations. While this axiom might sound a bit vague, it is very important because the generality
of AHP makes it possible to apply AHP in a variety of ways and adherence to this axiom prevents
applying AHP in inappropriate ways.
The simplicity and generality of AHP fit nicely with Ockham’s razor which contends that the
simplest of two or more competing theories is preferable. Not only are AHP’s axioms simpler and
more realistic than other decision theories, but the ratio scale measures that it produces makes AHP
more powerful as well.

10.2.1

Interpretation and significance of axioms

10.2.1.1 Structure
In conformity with the second of the three AHP axioms originally proposed by Saaty (see
above), the elements of any cluster should be ‘homogeneous’, meaning that they should differ in
importance from one another by no more than an order of magnitude. This requirement is not
absolute, but rather a guideline in the structuring of an AHP model. It is commonly accepted that
each cluster possess no more than seven, plus or two elements so that (a) the thinking during the
pairwise comparison process (see below) does not exceed human cognitive limitations – in
particular short-term memory, and (b) the number of pairwise comparisons does not grow
beyond reason.
The terminology used to refer to the elements in clusters in AHP models varies, depending on
both the purpose of the model as well as the preference of the modeler. For typical AHP models
to choose a ‘best’ alternative, the elements in the clusters below the goal can be referred to as
objectives, or criteria. The lowest level in a hierarchy, sometimes referred to as covering
objectives (since they ‘cover’ the alternatives to be evaluated), may represent attributes of the
alternatives.
10.2.1.2 Measure
After structuring a hierarchy of objectives for a choice decision, priorities are derived for the
elements in each cluster using pairwise relative comparisons in conformity with the first axiom
of AHP, reciprocity. Originally, all measurement with AHP was performed by making pairwise
relative comparisons of elements in a cluster, taken two at a time. For example, if a cluster of
objectives consisted of Cost, Performance, Reliability, and Maintenance, judgments would be
elicited for the relative importance of each possible pair: Cost vs. Performance, Cost vs.
Reliability, Cost vs. Maintenance, Performance vs. Reliability, Performance vs. Maintenance and
Reliability vs. Maintenance. AHP was subsequently modified to incorporate absolute as well as
relative measurement. Both relative and absolute measurement in AHP produce ratio scale
levels of measures.
10.2.1.3 Synthesize
The priorities for elements in each cluster of the objectives hierarchy, as well as the priorities
derived for the alternatives with respect to each covering objective are referred to as ‘local’
priorities and sum to one. By definition, the ‘global’ priority of the goal is defined to be 1.0.
Because all priorities are ratio scale measures, it is mathematically meaningful to multiply the
local priorities of a cluster by the global priorities of the parent to obtain global priorities of the
elements in a cluster.
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Once ratio scale priorities have been derived for the objectives with respect to the goal and the
sub-objectives with respect to their parent objectives, and for alternatives with respect to their
covering objectives, a synthesis can be performed to derive global priorities for the relative
preference of the alternatives with respect to the goal in a choice application, or the relative
likelihood of outcomes in a forecasting or risk application.

10.3 The Math of AHP – Computing priorities from pairwise comparisons
10.3.1
Eigenvector computation
Priorities for the elements in a cluster are derived from the relative pairwise comparisons by
normalizing the principle right eigenvector of the matrix consisting of the pairwise comparisons.
An insight into why this is so ‘natural’ a computation can be obtained by considering n rocks of
known weights w1, w2,.. wn. We form a matrix of the ratio of the known weights of the rocks as
follows:

 w1 / w1
w / w
 2 1
 w3 / w1

A =  ...
 ...

 ...
w / w
 n 1

w1 / w2
w2 / w2
w3 / w2
...
...
...
wn / w2

w1 / w3
w2 / w3
w3 / w3
...
...
...
wn / w3

... w1/ wn 
... w2 / wn 

... w3 / wn 

...
... 
...
... 

...
... 
... wn / wn 

If we wanted to "recover" or find the vector of weights, [w1, w2, w3, ... wn] given these ratios,
we can take the matrix product of the matrix A with the vector w to obtain69:

 w1 / w1
w / w
 2 1
 w3 / w1

 ...
 ...

 ...
w / w
 n 1

w1 / w2
w2 / w2
w3 / w2
...
...
...
wn / w2

w1 / w3
w2 / w3
w3 / w3
...
...
...
wn / w3

... w1/ wn   w1   nw1 
... w2 / wn  w2  nw2 
   

... w3 / wn   w3  nw3 
   

...
...   ...  =  ... 
...
...   ...   ... 
   

...
...   ...   ... 
... wn / wn  wn  nwn 

A

*w = nw

69

The matrix product is formed by multiplying, element by element, each row of the first factor,
A, by corresponding elements of the second factor, w, and adding. Thus, the first element of the
product would be: (w1/w1)*w1 + (w1/w2)*w2 + .....+ (w1/wn)*wn = nw1. Similarly, the second
element would be (w2/w1)*w1 + (w2/w2)*w2 + .....+ (w2/wn)*wn = nw2. The nth element would be
nwn. Thus, the resulting vector would be nw.
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If we knew A, but not w, we could solve the above for w. The problem of solving for a nonzero
solution to this set of equations is very common in engineering and physics and is known as an
eigenvalue problem:

A w = w
The solution to this set of equations is, in general found by solving an nth order equation for l.
Thus, in general, there can be up to n unique values for l, with an associated w vector for each of
the n values.
In this case however, the matrix A has a special form since each row is a constant multiple of
the first row. For such a matrix, the rank of the matrix is one, and all the eigenvalues of A are zero,
except one. Since the sum of the eigenvalues of a positive matrix is equal to the trace of the matrix
(the sum of the diagonal elements), the non zero eigenvalue has a value of n, the size of the matrix.
This eigenvalue is referred to as max.
Notice that each column of A is a constant multiple of w. Thus, w can be found by normalizing
any column of A.
The matrix A is said to be strongly consistent in that
aikakj = aij for all i,j.
Now let us consider the case where we do not know w, and where we have only estimates of
the aij's in the matrix A and the strong consistency property most likely does not hold. (This allows
for small errors and inconsistencies in judgments.) It has been shown that for any matrix, small
perturbations in the entries imply similar perturbations in the eigenvalues, thus the eigenvalue
problem for the inconsistent case is:

A w = max w,
where max will be close to n (actually greater than or equal to n) and the other 's will be close
to zero. The estimates of the weights for the activities can be found by normalizing the eigenvector
corresponding to the largest eigenvalue in the above matrix equation.

10.3.2

Inconsistency – measurement and significance

The closer max is to n, the more consistent the judgments. Thus, the difference, max - n, can
be used as a measure of inconsistency (this difference will be zero for perfect consistency). Instead
of using this difference directly, Saaty defined a consistency index as:
(max - n)/(n-1)

since it represents the average of the remaining eigenvalues.
In order to derive a meaningful interpretation of either the difference or the consistency index,
Saaty simulated random pairwise comparisons for different size matrices, calculating the
consistency indices, and arriving at an average consistency index for random judgments for each
size matrix. He then defined the consistency ratio as the ratio of the consistency index for a
particular set of judgments, to the average consistency index for random comparisons for a matrix
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of the same size. Forman70 performed additional simulations and calculated indices for cases with
missing judgments.
Since a set of perfectly consistent judgments produces a consistency index of 0, the consistency
ratio will also be zero. A consistency ratio of 1 indicates consistency akin to that which would be
achieved if judgments were not made intelligently, but rather at random. This ratio is often called
the inconsistency ratio since the larger the value, the more inconsistent the judgments. Gass
(1998) shows how to detect and find intransitivities in pairwise comparison matrices.

10.3.3

Combining Judgments – Group Results

Prioritization and decision making is often performed in a group context. There are two ways to
aggregate individuals’ judgments and preferences with AHP, depending on whether the group is
assumed to act together as a synergistic group in achieving common objectives, or as separate
individuals, each with their own objectives. An example of the former is a group of department
heads meeting to set corporate policy. An example of the latter is a group consisting of
representative constituencies with stakes in welfare reform, such as taxpayers, those on welfare,
welfare providers, politicians, etc. In the former case, which is by far the most common with
AHP applications, the individual judgments are combined by taking the geometric mean of the
judgments to derive a ‘combined’ set of priorities for each cluster of objectives in the hierarchy,
as well as for alternatives with respect to each of the covering objectives. This is referred to as
aggregating individual judgments, or AIJ.
10.3.3.1 Geometric Mean
Most people were taught and have grown up to feel comfortable with the arithmetic mean, or
what is commonly referred to as the mean or average, which is the sum of elements being
averaged divided by the number of elements. A geometric mean is the nth root of the product of
n elements. In general, if one wishes to take an 'average' of measurements possessing only
interval scale meaning, an arithmetic average must be used since it is meaningless to multiply
interval scale numbers. However, for ratio scale measurements (as we always have with AHP)
both arithmetic and geometric averages are meaningful. Since the individual judgments in AHP
are ratios, the mean of the ratios is the geometric mean. Another more formal reason for using
the geometric mean is that treating a group as a new 'individual' requires satisfaction of the
reciprocity condition for the combined judgments. Aczel and Saaty (1983), and in a more general
paper Aczel and Roberts (1989), have shown that when aggregating the judgments of n
individuals where the reciprocal property is assumed even for a single n-tuple, only the
geometric mean satisfies the Pareto principle (unanimity condition) and the homogeneity
condition (if all individuals judge a ratio t times as large as another ratio, then the synthesized
judgment should also be t times as large).
10.3.3.2 Other methods have been suggested but …
Other methods to estimate activity weights, such as least squares and log least squares have
been suggested. While these methods can produce results that are similar to the eigenvector
70

E. H. Forman, "Random Indices for Incomplete Pairwise Comparison Matrices" European
Journal of Operations Research Vol. 48, #1, 1990, pp. 153-155
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approach, no other method maintains the reciprocal property of the pairwise comparison matrix
(known as weak consistency), nor produces a comparable measure of inconsistency.
10.3.3.3 Approximations for calculating priorities and how good only if judgments
are fairly consistent.
Finding exact solutions to an eigenvector equation is computational difficult. An approximation to
the Eigenvector method suitable for hand calculations is available (for example, Dyer and
Forman71.) While this approximation is reasonable when the judgments are relatively consistent,
it may not be so for inconsistent judgments and is thus not recommended.
An approximation that is recommended, however, is one that produces accurate priorities
regardless of the consistency of judgments. Owing to the reciprocal property of the comparison
matrix, the eigenvector problem can be solved by raising the matrix to the nth power, and taking
the limit as n approaches infinity. The matrix will always converge. Saaty has shown that this
corresponds to the concept of dominance walks. The dominance of each alternative along all walks
of length k, as k goes to infinity, is given by the solution to the eigenvalue problem (see Dyer,
Robert F. and Forman, Ernest H., An Analytic Approach to Marketing Decisions, Prentice Hall 1991,
pp. 92-93).
10.3.3.4 Validation Exercises
Figure 86 and Figure 87 illustrate the brightness of light experiment and areas of geometric
shapes validation studies. Both were performed using pairwise verbal judgments – essentially
ordinal in nature. The former (Figure 86) was performed by Saaty and the latter (Figure 87) has
been performed thousands of times, each time with results that are impressively accurate.

71

Dyer, Robert F. and Forman, Ernest H., An Analytic Approach to Marketing Decisions, Prentice
Hall 1991, pp. 92-93.
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Figure 86 - Brightness of light experiment
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Figure 87 - Area validation exercise at a large auto manufacturer’s site

113

